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ABSTRACT

In addition to the inherent qualities that biometrics posses, powerful signal processing tools enabled widespread
deployment of the biometric-based identification/verification systems. However, due to the nature of biometric
data, well-established cryptographic tools (such as hashing, encryption, etc.) are not sufficient for solving one of
the most important problems related to biometric systems, namely, template security. In this paper, we examine
and show how to apply a recently proposed secure sketch scheme in order to protect the biometric templates.
We consider face biometrics and study how the performance of the authentication scheme would be affected after
the application of the secure sketch. We further study the trade-off between the performance of the scheme and
the bound of the entropy loss from the secure sketch.
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1. INTRODUCTION

Biometric authentication schemes have great potentials in building secure systems since biometric data of the
users are bound tightly with their identities, and cannot be forgotten. Typically, a biometric authentication
scheme consists of two phases. During the enrollment phase, a user, Alice, registers her biometric data with a
trusted server. A biometric template is created for Alice, and is stored on some central server or a device carried
by Alice (e.g., smartcard). During the authentication phase, Alice would provide another biometric sample,
which is then compared with the template in the server or device, and Alice is authenticated if the new sample
matches the template according to some matching function.

In this scenario, the biometric template of Alice would contain crucial information for successful authenti-
cation. Once revealed, Alice’s template would potentially allow an attacker to obtain sufficient information to
impersonate Alice. Hence it is important to prevent attackers from learning the biometric templates of the users.
This is a very challenging issue because it is extremely difficult to build a server or a device that can never be
compromised, and once compromised, the biometric templates cannot be revoked like passwords. This problem
is intrinsically more difficult compared to traditional authentication systems based on passwords or certificates,
where compromised user credentials can be easily revoked. Furthermore, since biometric data are prone to vari-
ous noise during sampling and/or processing, we cannot use a cryptographic hash function to hide the biometric
templates in the same way we hide passwords.

One method to hide biometric templates and allow robust authentication at the same time is to use recently
proposed secure sketch schemes (1). In such a scheme, a sketch P is computed from the original template X,
and when another sample Y of the same biometrics is obtained, X can be recovered from P and Y, if ¥ is
similar to X according to some similarity measure. Such a sketch P is secure if it contains little information
about the original biometric template X of the user. More precisely, the security of the scheme is measured by
the average min-entropy of X given P, which is denoted as Hoo(X | P) = — log(Ey_ p[2~ 7= (XIP=b)]) where the
min-entropy Heo (X) = — log(max, Pr[X = a]). A general method is given in! to bound such entropy loss from
above for any distribution of X, which is useful since the distributions of many biometrics are not known.
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Figure 1. Sketch Generation and Template Reconstruction

In an authentication scheme, when Alice’s original biometric template X is reconstructed from P and Y, we
can further extract a cryptographic key K from X, such that K is almost uniformly distributed, and use K to
perform authentication similar to traditional methods. For example, we can treat the key K as the “password”
of Alice. Generally speaking, if the min-entropy of the original X can be bounded from below, the entropy loss
also gives an implicit lower bound on the length of the key K that we can extract from the biometric data.
In other words, the less the entropy loss, the longer the key we can extract, and the more difficult it is for an
attacker to impersonate Alice by guessing the value of the key K.

Although these schemes can be provably secure in terms of entropy loss, there are still gaps when they are
applied to real world biometric templates. Most importantly, many biometric templates are not discrete, but
are instead points in continuous domains (e.g., real numbers resulted from some signal processing techniques).
In this case, it would be hard to define what the min-entropy of the original biometric template should be.
Furthermore, to extract a discrete key from such a template, some kind of quantization would be necessary.
However, since the formulation of secure sketch requires that the original X can be reconstructed exactly, the
entropy loss could be arbitrarily high, which can be misleading.

Furthermore, the false accept and false reject ratios of the system are performance parameters that are
crucial for the security and usability of the system. Basically, false acceptance rate (FAR) measures the ratio of
impostors who are incorrectly accepted as legitimate users, and false rejection rate (FRR) measures the ratio of
valid users who are rejected as impostors in a biometric system. Typically, these values (FAR and FRR) can be
traded off against each other by changing some tunable threshold parameter in order to obtain the ROC curve
of the system. But unfortunately they are not captured by the notion of secure sketch, basically because nothing
is required when X and Y are not similar. For instance, when the false accept rate of the system is one per cent,
an attacker is expected to succeed with probability of 0.01, regardless of the entropy loss of the secure sketch.
However, we cannot have a system with arbitrarily low false accept rate, since the false reject rate could be too
high for the system to be practical. From another point of view, the “min-entropy” of the original X is not a
fixed value, but rather a parameter that is closely related to the false accept rate, which can be traded-off with
the false reject rate.

In this paper, we examine an authentication scheme using face biometrics and show how to apply a known
secure sketch scheme? on top of it to protect the biometric templates. We study how the performance of the
system in terms of false accept and false reject rates would be affected after the application of the secure sketch.
We further study the trade-off between the performance of the system and the bound of the entropy loss from
the secure sketch. Our results can be used as a guideline in designing secure biometric authentication systems.



2. RELATED WORK

The fuzzy commitment scheme® introduced by Juels and Wattenberg, which is based on binary error-correcting
codes can be considered one of the earlier approaches very similar to the secure sketch schemes. In this scheme
biometric templates are represented as binary strings where the similarity is measured by Hamming distance.
Later, Juels and Sudan proposed the fuzzy vault scheme* which considers sets of elements in a finite field with
set difference as the distance function, and corrects errors by polynomial interpolation. Dodis et al.! further
gives the notion of fuzzy extractors, where a “strong extractor” (such as pair-wise independent hash functions)
is applied after the original X is reconstructed to obtain an almost uniform key. Constructions and rigorous
analysis of secure sketch are given for three metrics: Hamming distance, set difference and edit distance. Secure
sketch schemes for point sets® are motivated by the typical similarity measure used for fingerprints, where each
template consists of a set of points in 2-D space, and the similarity measure does not define a metric space.

Linnartz and Tuyls® consider a similar problem for biometric authentication applications. They consider zero
mean i.i.d. jointly Gaussian random vectors as biometric templates, and use mutual information as the measure
of security against dishonest verifiers. Tuyls and Goseling” consider a similar notion of security, and develop
some general results when the distribution of the original is known and the verifier can be trusted. Later, Tuyls
et al.8 further analyzed the same problem and presented some practical results along this line.

Reusability of the sketches” is studied by Boyen et al. and shown that a sketch scheme that is provably secure
may become insecure when multiple sketches of the same biometric data are compromised. Boyen et al. further
study the security of secure sketch schemes under more general attacker models and techniques to achieve mutual
authentication'® are proposed.

In addition to the above, there are many other approaches which address the same problems. The concept
of cancelable biometrics'! was first introduced by Ratha et al. and a case study for fingerprints'? is presented
recently. The underlying idea of the scheme is to store a distorted version of the template through the use
of a fixed non-invertible transformation which is applied directly at the sensor. Although this approach gives
the opportunity to cancel that template and corresponding transformation when the biometric data and/or
transformations are compromised, it is not a trivial job to design such transformations.

Davida et al.'® were among the first to propose an off-line biometric authentication scheme based on error

correcting codes (ECC) for iris. They suggested storing a signed form of biometric template in a portable
storage device, like smartcard, instead of a database and matching the biometric data locally. However, despite
the provable security of the algorithm, the error-correcting bits in the database leak some amount of information
about biometric data of the user. Connie et al.,!* Teoh et al.'® and Jin et al.'® proposed similar threshold-
based biometric hashing methods. Although high performance is achieved for faces, fingerprints and palmprints,
Teoh et al.'® showed that when the tokenized random numbers are stolen and used by impostors, the system
performance becomes unacceptable for real-world applications. Similarly, Tulyakov et al. presented another
approach and proposed a set of symmetric hash functions!” for minutiae based fingerprint representations.

Another quantization and ECC-based method for creating renewable binary templates for face recognition
is proposed by Kevenaar et al.'® Although the quantization operation is non-invertible, high error correcting
capability requirement for coding part and poor performance results make scheme impractical for real-world
applications as mentioned by the authors. Similarly, for minutiae based fingerprint templates, Ang et al.!?
proposed a key-based geometric transformation which can be canceled in case of compromise.

There have been a number of works on how to extract consistent keys from real biometric templates, which
have quite different representations and similarity measures from the above theoretical works. Such biometric
templates include handwritten online signatures,? iris patterns,?! voice features,?? and face biometrics.2? Sim-
ilarly, Vielhauer et al.?* proposed a simple method to calculate biometric hash values using statistical features
of online signatures. A key binding algorithm?® is proposed by Soutar et al. and a face recognition scheme
based on minimum average correlation energy filters? is proposed by Savvides et al. These works, however, do
not have sufficiently rigorous treatment of the security, compared to well-established cryptographic techniques.
Some of the works give analysis on the entropy of the biometrics, and approximated amount of efforts required
by a brute-force attacker.



3. PRELIMINAIRES

In a recent work, we consider the problem of designing and analyzing secure sketch for biometric templates in
continuous domains? and study how to design and analyze different quantization algorithms. Since it is very
difficult to have a general algorithm to find the “optimal” quantizer, we instead examine the relative entropy loss
for any given class of quantizers, which, for any given quantizer in that class, measures the number of additional
bits we could have extracted if an optimal quantizer was used in the first place.

In this section, we will briefly summarize the basic concepts and definitions related to the quantization-based
secure sketch scheme.

3.1. Entropy and Entropy Loss in Discrete Domain

In the case where X is discrete, we follow the definitions by Dodis et al.! They consider a variant of the average
min-entropy of X given P, which is essentially the minimum strength of the key that can be consistently extracted
from X when P is made public.

In particular, the min-entropy Hoo(A) of a discrete random variable A is defined as

H(A) = —log(max, Pr[A = a]) (1)
Similarly, for two discrete random variables A and B, the average min-entropy of A given B is defined as

Heo(A | B) = —log(Eyp[2~ =AE=M)) (2)

For discrete X, the entropy loss of the sketch P is defined as £ = Hoo(X) — Hoo(X|P). This definition is
useful in the analysis, since for any (-bit string B, we have Hoo(A | B) > Huo(A) — €. For any secure sketch
scheme for discrete X, let R be the randomness invested in constructing the sketch, it is not difficult to show
that when R can be computed from X and P, we have

L= Hoo(X) — Hu(X | P) < |P| - Hu(R). (3)

In other words, the entropy loss can be bounded from above by the difference between the size of P and the
amount of randomness we invested in computing P. This allows us to conveniently find an upper bound of £
for any distribution of X, since it is independent of X.

3.2. Secure Sketch in Discrete Domain

Here we repeat the definitions of secure sketch and entropy loss in the discrete domain given by Dodis et al.!
Let M be a finite set of points with a similarity relation S C M x M. When (X,Y) € S, we say the Y is similar
to X, or the pair (X,Y) is similar.

Definition 1: A sketch scheme in discrete domain is a tuple (M, S, ENC,DEC), where ENC : M — {0,1}*
is an encoder and DEC : M x {0,1}* — M is a decoder such that for all X,Y € M, DEC(Y,ENC(X)) = X
if (X,Y) € S. The string P = ENC(X) is the sketch, and is to be made public. We say that the scheme
is L-secure if for all random variables X over M, the entropy loss of the sketch P is at most £. That is,
HooX) — Hao(X | ENC(X)) < L.

We call H, (X | P) the left-over entropy, which in essence measures the “strength” of the key that can be
extracted from X given that P is made public. Note that in most cases, the ultimate goal is to maximize the
left-over entropy for some particular distribution of X. However, in the discrete case, the min-entropy of X
is fixed but can be difficult to analyze. Hence, entropy loss becomes an equivalent measure which is easier to
quantify.
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Figure 2. Sketch Generation and Reconstruction in Discrete Domain

3.3. Secure Sketch in Continuous Domain

To handle points in some continuous domain U, we follow? and use a two-step approach. In particular, we
quantize (discretize) the points such that they become points in a discrete domain M. After that we apply
known sketch scheme in discrete domain M to construct the sketch. When a fresh measurement of the same
biometrics is given, it is quantized using the same quantizer and the corresponding reconstruction algorithm in
the discrete domain is used to recover the quantized version of the original data points.

More formally, let U be a set that may be uncountable, and let S be a similarity relation on U, i.e., S C U xXU.
Let M be a set of finite points, and let Q : Y — M be a function that maps points in ¢/ to points in M. We
will refer to such a function Q as a quantizer.

Definition 2: A quantization-based sketch scheme is (as defined in?) a tuple (i, S, Q, M, ENC, DEC), where
ENC : M — {0,1}* is an encoder and DEC : M x {0,1}* — M is an decoder such that for all X,Y € U,
DEC(Q(Y),ENC(Q(X))) = Q(X) if (X,Y) € S. The string P = ENC(Q(X)) is the sketch. We say that the
scheme is L-secure in the quantized domain if for all random variable X over U, the entropy loss of P is at most
L ie, Ho(Q(X)) — Ho(Q(X) | ENC(Q(X))) < L

It is worth to note that according to this definition, we only require the quantized original to be reconstructed.
This, in some sense, avoids the problem of possible high entropy loss due to quantization. It is shown in? that when
the quantization step (assuming scalar quantization) is close to the error that we want to tolerate, the resulting
scheme would not be too much different in terms of left-over entropy from using the “optimal” quantization
step, which may be difficult to find. Therefore, in this paper we will follow this principle, with some necessary
deviation due to be nature of the biometrics in the real world.

4. QUANTIZATION-BASED SKETCH SCHEME FOR FACE BIOMETRICS

In this section, we describe our scheme to compute sketches from face images that allow us to extract consistent
keys. Our main idea is as the following: Firstly, for a given image, we extract a feature vector V of size n
(Section 4.1). Secondly, we discretize (quantize) the feature vector (Section 4.2) and finally, we apply a known
sketch scheme to generate a sketch and to reconstruct the quantized feature vector (Section 4.3).

4.1. Template Representation

We assume that we can extract a feature vector of size n from each biometric sample. Therefore,

Vi = [vi1 vi2 .. vin]” (4)
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Figure 3. Sketch Generation and Reconstruction in Continuous Domain

represents the n-dimensional feature vector of i-th user of the system where each coefficient v;; € R is a real
number. These coefficients can be extracted from certain transformations on the raw measurement. For example,
we can apply singular value decomposition and take the n most significant coefficients (Section 5).

In addition, we also assume that the value of each coefficient v;; can vary within a certain range, which is
going to be determined through experiments on the data set. In other words, we consider the j-th coefficient for
the i-th user to be always associated with a range, which is defined by a midpoint U;; and a size d;;. Therefore,

the template for the i-th user consists of two vectors. The first is the list of n» midpoints T;1, ..., T, and the
other is the list of range sizes for each coefficients d;1, ..., -
In the simplest case, for the é-th user in the system, we can consider a sample V; = [v1 vi2 ... Um]T as

authentic if
ij = 0ij < vj < Uij + 0y (5)

forall j =1,...,n.

4.2. Quantization and Codebook

The most importatnt step for generating a sketch for the biometric template is to discretize every component of
the feature vector such that we can apply a sketch scheme for discrete domains. For this purpose, we employ a
straightforward method, which uses a scalar quantizer for each of the coefficients to map it to a discrete domain.

First, we determine global ranges of each and every component of the feature vectors from the training data
set obtained during enrollment phase. Let these values be MN; and MX;. More formally:

MN; = min(mn;;) (6)

and
MX; = max(mx;;) (7)

K2

Next, the discrete domain C; for the j-th component is computed by quantizing the overall user range by the
quantization step ;. That is,

C;j = {MN; —rj,MN; — r; + 0, MN; — r; + 20;,...,MN; — r; + L;6;} (8)

where L; is appropriately chosen integer which satisfies MN; —r; +L;6; > MX; and r; is a positive random number.

In this way, for the j-th component of the i-th user, a range of midpoint 7;; and size §;; can be translated to
a discrete range where the discrete midpoint is quantization of ¥;; in C;, and the discrete range size d;; is given
by

dij = [F2] (9)



Finally, the codebook C; for the j-th component of the i-th user is a subset of C;, and can be determined by
choosing one point out of every 2d;; + 1 consecutive points in C;.

In this setup, d;’s are simply determined as a function of the minimum range size of each component of the
feature vector observed in overall user space. That is,

d; = cvmin(d;;) (10)

where « is a parameter which can take values in (0, 1].

It is worth noting that, in the above formulation, the quantization step J; can be determined in many different
ways. However, it is reasonable to assume that, 6; should be related to some statistics of the range of the feature
components, namely d;;’s.

4.3. Sketch Generation and Template Reconstruction

During enrollment, the biometric data of each user are acquired and feature vectors are extracted several times
as a part of training process. Then the variation (i.e,. the midpoint and range size) of each feature vector
component is estimated by analyzing the training data set. Next, we construct a codebook for each component
of each user as in Section 4.2.

Therefore, the sketch P; for user i is a vector
_ T
P; = [pa pi2 - pir)” - (11)

For each p;; we have _
pij = Q;(Ti5) — Vi (12)
where QY (7;;) is the codeword in C} that is closest to j;.

During authentication, biometric data of the i-th user is taken and corresponding feature vector is computed.
Let us denote this noisy feature vector as V; = [051 ¥z ... Uin]T. Then the decoder takes V; and P; and calculates
Qj (vi5) — pij for j =1,...,n. Reconstruction of the original biometric will be successful if

—dij < Q}(Vij) — Q%(vi;) < dij (13)
where d;; is the user specific error tolerance bound for the j-th component. It is not difficult to see that,
Q5(0ij) — pij = Q5(Vij) — Q%(Tij) + Vi and the errors up to the some preset threshold value will be corrected
successfully.

4.4. Security

As mentioned earlier, Hoo (X | P) is called the left-over entropy, which measures the “strength” of the key that
can be extracted from X given that P is made public and in most cases, the ultimate goal is to maximize the
left-over entropy for some particular distribution of the biometric data considered. However, in the discrete case,
the min-entropy is fixed but can be difficult to analyze and entropy loss becomes an equivalent measure which
is easier to quantify.

For this construction, in order to estimate the left-over entropy, firstly, we tried to estimate the min-entropy
of V (Hx (V) assuming that the components of the feature vector are independent. Therefore, the min-entropy
of each component are estimated independently and the total min-entropy of the feature vector V is calculated
as the summation of the individual min-entropies of the components. That is,

HOO(V) =¥ Hoo(vs) (14)

To estimate Hoo(v;), we simply considered the distribution of the feature vector component v; over all user
space and analyzed the histogram of that distribution while setting the bin size to the quantization step size d;



of that component. The number of elements in the most likely bin gives a rough estimate of the min-entropy of
the feature vector component 7.

The (component-wise) entropy loss in the quantized domain can simply be bounded by

L(P) < X3, L(pi) (15)

where L(p;) is the entropy loss of the sketch for the component i of the feature vector representation of the
biometric data. This can be conveniently bounded by the size of the sketch. That is,

5in
L(pi) < Ipil = log (2[5 +1). (16)

j
We note that the “entropy loss” is a worst case bound, which states that there exists an input distribution
that will give such amount of information leakage, but not necessarily the distribution for the particular biometric
data. In other words, the entropy loss is an upper bound of the information leakage and the estimation of entropy
loss may not be accurate in reality. Whether the attacker can really gain that much information needs to be

further studied for particular distributions. We consider it an open question to bound the “exact information
leakage” of the sketch.

5. EXPERIMENTS AND RESULTS

Face images are one of the widely used biometrics for recognition and authentication purposes. In our exper-
iments, we use the Essex Faces 94 face database (E94 database),?” which is publicly available and essentially
created for face recognition related research studies. The E94 database contains images of 152 distinct subjects,
with 20 different images for each subject where the size of each JPEG image is 180x200. We first transformed
these images to 8-bit gray level images and then use these gray level images in our experiments. For each subject,
we randomly chose the 12 out of 20 samples for training and the remaining 8 sample face images are used for
validation. Sample images from the E94 database are given in Figure 4.

Due to the established properties of singular values, many face image based biometric recognition systems
proposed in recent years?® 30 are used singular values as features. Therefore, we also used them for testing our
scheme. In our simulations, only first 20 singular values of the images are considered. However, it should be
noted that the essence of the technique is not specific to face image data and can be applied to any type of
ordered biometric features.

During the enrollment stage, feature vectors (simply the first 20 singular values of the training face images)
are calculated and then the variation of each feature vector component is estimated by analyzing the training
data set. At the authentication stage, biometric data of the user is taken and corresponding feature vector which
will be queried is created. Then, this noisy biometric data is mapped to the set of closest codewords of the
corresponding codebooks (as explained in Section IV) and checked for legitimacy.

In order to evaluate the performance of the proposed scheme, 8 test data for every user is used to generate
152x8=1216 genuine authentication attempts and 151x152x8=183616 impostor authentication attempts (8 at-
tempts by 151 remaining users for every user in the system). To be able to obtain the complete ROC curve,
we calculated FAR and FRR values by varying the quantization step size, §;. However, it should be noted that,
once d;; values are calculated, they are fixed and did not changed during the determination of the ROC curve.

As already mentioned earlier, the quantization step J; can be determined in many different ways depending
on operational constraints (such as the noise level which needs to be tolerated) and also depending on the data
set considered. Here, we considered a straightforward approach and set the quantization step to be a fraction of
the minimum range observed over the whole data set (i.e., §; = avmin;(d;5)).

Figure 5 shows the effect of a on the performance of the scheme for 3 different values of a. As can be seen
from Figure 5, small values of o seem to improve the performance of the scheme. However, it is easy to observe
that decreasing a to below 0.5 has no significant effect on the performance.
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Figure 5. Comparison of the performance for different values of a

As mentioned in Section 4.4, we estimate the min-entropy of the original biometrics by computing the min-
entropy of the quantized feature vectors, assuming that all components are independent, and using quantization
steps that are equal the minimum errors to be tolerated for each component (i.e., « = 1). Under this setting,
the min-entropy of the feature vectors is estimated to be about 108 bits.

On the other hand, the entropy loss of the scheme can be calculated by the size of the sketch. Since the
errors to be tolerated are quite different for different users even for the same component, the resulting entropy
loss is much larger than the theoretically achievable nlog3. From the experiments, the average size of the sketch
is about 73 bits, which gives a guarantee of 35 bits in the left-over entropy. Nevertheless, as we noted earlier,
this is just a lower bound for the left-over entropy, and the exact security requires further investigation.



Another possible way to obtain better left-over entropy is to reduce the value of a. As we observed earlier,
this would not gain much advantage in performance. Furthermore, having a smaller o might actually decrease
the left-over entropy. This can happen for certain distribution of X where decreasing o does not increase the min-
entropy of quantized X, but increases the information leakage (because of the now larger sketch size). Therefore,
we would recommend using o = 1.

6. CONCLUSIONS

In this paper we study the problem of secure storage of biometric templates in biometric-based authentication
systems. We examine a recently proposed cryptographic primitive called secure sketch and identify several
practical issues when we apply known theoretical results to real biometrics. We give a concrete construction of
secure sketch for face biometrics, and we illustrate the subtleties and difficulties in applying theoretical bounds.
We show various trade-offs among different parameters of the system.

In particular, we note that the security measure in terms of entropy loss may not be sufficient since FAR and
FRR should also be taken into consideration of a practical system. Furthermore, entropy loss alone could be
just too large to be meaningful, or sometimes becomes misleading, especially when the original biometrics are
represented in continuous domains.

We consider it as a challenging open problem to find a general and accurate way to compute the min-entropy
(or any quantitative means that measures the success probability of smart attackers) of biometric data, and to
determine the exact information leakage of the sketches. It seems that, at least in some cases, known theoretical
results become not very useful and the exact security of the system needs to be further investigated.
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