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ABSTRACT

We describe a digital image forensics technique to distsigim-
ages captured by a digital camera from computer generatagesn
Our approach is based on the fact that image acquisition igitad
camera is fundamentally different from the generative itlyms de-
ployed by computer generated imagery. This difference pgucad
in terms of the properties of the residual imagat{ern noisein case
of digital camera images) extracted by a wavelet based siewgdil-
ter. In[1], it is established that each digital camera hasigue
pattern noise associated with itself. In addition, our ltssadicate
that the two type of residuals obtained from different dibitam-
era images and computer generated images exhibit some aomm
characteristics that is not present in the other type of @sad his
can be attributed to fundamental differences in the imageggion
processes that yield the two types of images. Our resultbased

on images generated by the Maya and 3D Studio Max softwade, ar

various digital camera images.

Index Terms: Computer graphics, image analysis, imagsielas
fication, image processing, .

1. INTRODUCTION
Advances in digital imaging technologies raised new issnelschal-
lenges concerning the integrity and authenticity of digitaages.
Digital images can now be easily created, edited and maatigadl
without leaving any obvious traces of such operations. &lws
pabilities undermine the credibility of digital images il aspects.
Digital image forensics is an emerging research field ainainde-
termining the origin and potential authenticity of a digitaage.

One of the fundamental problems digital image forensich-tec
nigues attempt to solve is the identification of the source digital

In this work, we study a specific instance of this problem \whic
involves identifying whether a given image is a depictioragkal-
life occurrence (and objects) or a fictitious realizatiomafis, dis-
tinguishing digital images generated by a digital cameanfthe
ones generated by a computer graphics renderer. Our appi®ac
motivated by the hypothesis that image acquisition in ataligiam-
era includes many common processing stages (regardldss speé-
cific digital camera used in capturing the image) leaving mum
signature in certain properties of the resulting image Wwiniay not
necessarily be present in synthetically generated imades.is be-
cause the methodology governing the generative algoriterim-
damentally different from the image acquisition pipelimea dig-

al camera. Although this approach by itself cannot fultideess
the source identification problem (as it cannot resolve cadeere
a digital camera is used to capture the image of computergexte
scene and objects), it is an important component of imagmnfics
echniques.

In [1], Lukas et al. argued that images from a given digitahea
era exhibit a unique stochastic characteristic due to tttenpenoise
introduced in the medium to high frequency content of an iendg-
ing image acquisition. Furthermore, they showed that tlesqace
of the pattern noise can be detected by correlative pratggsand
an image can be uniquely associated with a digital cameoaugr
the knownreference error pattern. In their work, thereference er-
ror pattern of a specific digital camera is the averaged noise pattern,
obtained through image denoising, from a number of images ca
tured by that cameran this paper, we exploit the fact that, although
each individual camera has a unique noise pattern associated with
it, pattern noise introduced by different digital cameras may have
common (statistical) properties, as the deployed image sensor tech-
nology remains same, and that this common characteristic will not
be present in computer generated images. Smilarly, computer gen-
erated imagery may exhibit certain common properties, due to the

image. That is, to determine by what means a digital image hagse of same generative algorithms, that are not shared by the digital

been created, e.g., digital camera, scanner, generatjegitains,
etc. Possible solutions to the problem of image source iifitsiton
may include one of the below approaches:

1. Verifying and evaluating the image statistics that aherent
to real-life sceneries and objects.

. Detecting, classifying and measuring the qualities attiap
structures (i.e., color, texture and edge structures) imman
age.

. ldentifying signatures to detect traces of certain tygeper-

ations used in image generation process by possible source
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camera images. Based on this argument, we investigate the poten-
tial of distinguishing computer generated images fromtdigiamera
images.

2. METHODOLOGY

As discussed in [1], for a given digital camera, the pattevise
remains approximately unchanged (regardless of the apiilu-
mination from the scene) in each image, and it can be modealed a
an additive noise. Furthermore, it is known that the pattesise

Is relatively stable over the camera life span and a reasemabge

of conditions such as temperature. Because of these piepeare
assume that traces of pattern noise is a reliable indicaédrican be



used to distinguish digital camera images from computeegaad the reference error pattern and the rest is used for testahabtion
images. of the method.

To test the validity of the assumption that digital camerd an To establish the presence of a statistical difference batwem-
computer generated images are the result of two fundanhediél puter generated and digital camera images, we measurethatfe s
ferent set of operations and that common properties of ppatigise  tics of each residual image for four different pairs of imasgss.
associated with each type of images is not shared by the gtber  Each pair contains two sets o0 Maya and digital camera images.
we take an approach similar to that of [1]. For this purpose, w The results are shown in Figueeand3. We observed that the mean
generate a reference noise pattern for a class of computeraged  value of extracted noise from camera images is relativajidni. It
images using a given algorithm. We obtain the referencepally  is also observed that noise extracted from Maya images igxhib
applying a wavelet based denoising filter [2] to extract thisefrom  relatively lower skewness (higher kurtosis).
each image. The denoaising filter is derived from a bivaritaésti-
cal model that takes into account the statistical deperydeetveen
adjacent wavelet coefficients of natural images. This foradenois-
ing filter is one of the best filters available forimage demgjsn the
literature. Figurel shows the system block diagram. The denoising
filter is locally adaptive[3] and includes a robust mediatinestor
[4] in order to estimate the noise variance. Létdenote an image Skeuness
and X denote its denoised version. The pattern naise given by

Kurtosis

e=X-X 1)

The reference noise pattera,.¢, is obtained by averaging over

. Fig. 2. Measured statistics of residual image for different séts o
images.

Denoising Filter

Fig. 1. System Model.

many instances af.
The identification of image type is established by corratathe . — . —

image residual with the pre-computed reference error pagsso-

ciated with a generative algorithm. To classify a given imag -

as digital camera or computer generated image, the noredatiar-

relation between the residual image(1), and the reference error

pattern of a generative algorithm is computed as

e (e _ E[e])(E’r'ef _ E[E’ref]) (2) Skewness -1 0 Standard Deviation  Skewness -5 0 Standard Deviation
lle = Ble][Bres — EBreyl] _ N o _
Fig. 3. Measured statistics of residual image for different séts o
whereE]| ] is the expected value. images.
3. RESULTS We showed above the statistical variations in camera ancaMay

images. This statistical variation should be preservedénrefer-
In our experiments we consider two sets of computer gereetige ~ ence error pattern generated from multiple images. In thé @e
ital images. The first set is generated using Maya softwanereas  periment we computed correlation of the reference erraepatvith
the other set is generated using 3D Studio Max software. ifhe i error extracted from test images. In our experiments, taifom of
ages were obtained from publicly available websites [5]mhtis image residual with reference patterns is considered feettiffer-
explicitly noted that the images were generated by Maya dhd 3 ent cases. In the first case, the reference pattern is gederan-
Studio Max software, and other software suites, like Phaipsfor  sidering all subbands (HL, LH, and HH) in the wavelet transfo
texture design purposes. The digital cameraimages arelblamed domain. In the second case, the reference error patterméesafed
form publicly available websites [6] and divided into theeets. The by excluding the HL subband. In the last case, only the HH sub-
first two sets are from a personal folder and involve imagksrta band is considered when the reference error pattern is atederin
by two different cameras. The first set of images are takerhby t this paper we show results from the experiment that involiethe
(same) FUJI FinePixS2 Pro Digital Camera, whereas the ses®in  high-frequency wavelet coefficients. Figuieshows the correlation
of images are taken by the Kodak DCS Pro SLR/n Digital Cameraof the test images with the reference error pattern eaclingatérom
The third set involves images (each) taken by differenttdigiam-  the 300 images taken by different cameras. The figures depict that
eras (from different folders) including various digitainsera makes the test cameraimages exhibit stronger correlation wéhéference
and models. In all cases, some of the images are used foniigtai error pattern. On the other hand, we observed that Maya and 3D



Studio Max test images have weaker but non-zero correl#bidime
reference error pattern. The statistics (histogram) ferabmputed
correlation coefficient are as shown in FigdreThe mean values for
the computed correlation aré.(319, 0.0395) for Maya and 3D Stu-
dio Max test images respectively. On the other hand, the roEte
correlation of the camera test imag&i$228. This further validates
the argument that digital cameras have common stochastiarées
that may not be present in computer generated images. Tameeas
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Fig. 4. Correlation of test image residual with reference errotgoa
obtained from different cameras.

(a) Histogram of correlation of camera test image.

(b) Histogram of correlation of Maya test image.

(c) Histogram of correlation of 3D Studio Max test image.

Fig. 5. Correlation statistics of testimage residual with malimera
reference error pattern.

the false positive rate of the above experiment, ROC cunee w
generated and are shown in Figdre We repeated the experiment
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Fig. 6. ROC curves to measure false positive rate, (a) Maya, (b) 3D
Studio Max.

using reference error patterns obtained from3b@images taken by
FUJIFinePix S2 Pro and Kodak DCS Pro SLR/n respectively- Fig
ures6 and7 show the corresponding correlation for each reference
error pattern with the test images. Parallel to the resolfd], we
observed that test images (from the same camera) showedstro
correlation with the reference error pattern. Similar te fnevious
experiment, Maya and 3D Studio Max images exhibit weaker but
non-zero correlation. We did a similar experiment by ohtajra
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Fig. 7. Correlation of testimage residual with camera reference e
pattern.
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Fig. 8. Correlation of testimage residual with camera reference e
pattern.

Maya reference error pattera,{.,.) using300 images. The results
are shown in Figur&. Similar to the previous two cases, a stronger
correlation of the Maya reference error pattern with the kéaya
images is observed. In agreement with our argument, thelation

of the camera test images with the Maya reference patteribiexh
weaker but non-zero correlation. This is an indication Maya im-
ages also have a unique stochastic feature. The correltitiatics

is as shown in Figur®. We also measure the false positive rate
of the above experiment by generating ROC curves as is shown i
Figure10. We repeated the experiment using Maya reference error
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Fig. 9. Correlation of test image (different cameras) residuahwi
Maya reference error pattern.
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Fig. 10. Statistics of (histogram) correlation with Maya referenc
error pattern, (a) Maya, (b) Cameras

Fig. 11. ROC curve to measure false positive rate.

pattern and two sets of test camera obtained from two differam-
eras. The results are shown in Figufe Ultimately, to verify that

Fig. 12. Correlation of test images with Maya reference pattern.

properties of Maya reference pattern is not image set depende
generated two (non-intersecting) setsl66 Maya images. We ob-
tained the reference error pattern and computed the ctorehaith
the test Maya images. Figui® depicts the measured correlation.
These values establish consistency for Maya reference gattern

in capturing the common properties of the residual error ay#
images.
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Fig. 13. Correlation of test image correlation with two (different
Maya reference error pattern, (a) Set |, (b) Set II.

4. CONCLUSION

In this paper, we argued that digital camera images exhidztramon
statistical property which is not present in computer gategt im-
ages and vice versa. Based on this argument, we proposedhadnet
to differentiate between digital camera images from compgen-
erated images.

We observed that test Maya images exhibit higher correlatio
with the Maya reference error pattern. The higher corretatn
Maya images indicates the presence of unique statisticplepties
in Maya images.On the other hand, we observed low correlatith
the Maya reference error pattern when testimages from a gaen-
era and multiple camera are used. We also showed consistency
Maya reference error pattern using two sets of Maya imagésdv
test images exhibit relatively higher correlation with ttensidered
digital camera reference error pattern compared to Maytaires
ages. This further validates the argument that digital carimeages
exhibit common statistical properties.
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