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ABSTRACT
A problem associated with digital single lens (DSLR) cameras is sensor dust. This problem arises due to dust particles
attracted to the sensor, when the interchangeable lens is removed, creating a dust pattern in front of the imaging sensor. Sensor dust patterns reveals themselves as artifacts on
the captured images and they become more visible at smaller
aperture values. Since this pattern is not changed unless the
sensor surface is cleaned, it can be used to match a given
image to source DSLR camera. In this paper, we propose
a new source camera identification method based on sensor
dust characteristics. Dust specks on the image are detected
using intensity variations and shape features to form the dust
pattern of the DSLR camera. Experimental results show that
the method can be used to identify the source camera of an
image at very low false positive rates.
1. INTRODUCTION
In today’s digital age, the creation and manipulation of digital images is made simple by digital processing tools that
are easily and widely available. As a consequence, we can
no longer take the authenticity of digital images for granted.
Today, there is a severe lack of techniques and methodologies for verifying the integrity of digital images. Due to this
asymmetry, digital images appear to be the source of a new
set of problems. This is especially true when it comes to legal photographic evidence. Image forensics, in this context,
is concerned with uncovering some underlying fact about an
image. To address these problems, more recently, several digital image forensics techniques have been proposed for both
image forgery detection [1, 2, 3, 4, 5] and image source identification [6, 7, 8, 9, 10, 11, 12].
In image source identification problem, one of the most
pressing concerns is the ability to match an image to its source
camera. In this context, the most promising approach is proposed by Lukás̆, et. al. [12]. In their method, sensor’s pattern
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noise is used to identify the source of an image. Sensor pattern noise is caused by various factors, such as dust specks
on optics, interference in optical elements, dark currents, etc.
However, the high frequency component of the pattern noise
can be modeled as additive noise and estimated by applying
a wavelet based denoising to the captured image. Then, the
extracted noise residues from multiple images are averaged
to estimate the camera’s noise pattern, i.e., reference pattern.
To identify the source of a given image, the noise residue of
the image in question is correlated with the reference noise
patterns extracted from the camera.
In this paper, a new method based on sensor dust characteristics of DSLR cameras for image source identification is
proposed. Essentially, the lenses on DSLR cameras are interchangeable and the sensor dust problem arises when the
interchangeable lens is removed, thereby opening the sensor
area to the hazards of dust and moisture. Once the lens is
taken off, the dust particles around the camera are attracted
to the imaging sensor by electrostatic fields resulting a dust
pattern on the surface of the sensor. (It should be noted that,
the dust isn’t actually sitting on the sensor itself, but on the element just in front of it. These elements include the dichroic
mirror or low-pass filter.) This dust pattern can be seen as
small specks, in the form of localized intensity degradations,
all over the image under some certain conditions, especially
with small aperture settings. In figure 1 a sample image1
taken with DSLR camera with dust specks are shown. Although it is very hard to locate dust positions, when blockwise local histogram equalization is applied to each pixel in
the image, sensor dust artifacts can be easily seen.
Another aspect of the problem is that sensor dust is cumulative. That is, with every change of the lens, more dust is
likely to be added to sensor, thereby worsening the problem
over the time. Furthermore, most state-of-the-art digital cameras do not offer a built-in solution for removal of sensor dust.
On the other hand, the process of sensor cleaning, through
swabbing, brushing, using compressed air, brings with it the
risk of scratching the sensor. Therefore, sensor dust is a persistent problem that appears to be getting widespread with the
1 image

is downloaded from www.pbase.com

creasing aperture values. This is due to the fact that dust spots
stand a distance from the actual sensor and wide aperture values let more light to go around the dust spots. Hence the
shadow of the dust (speck) on the color sensor shows up in
the image as a blurry, soft speck. On the contrary, at small
aperture values, the light source can be assumed to be a small
pinpoint spotlight as a result of which specks become dark
and hard edged [13, 14]. In Fig. 2, the dust spots for two
different aperture settings, f/22 and f/32, are shown. It can
be seen that the change in f-number affects the intensity and
radius of the dust speck and with the increase in f-number
(aperture gets smaller) the dust speck gets more darker and
smaller.

Fig. 2. Dust specks with different apertures, f/22(left),
f/32(right)

Fig. 1. Sample image taken by NikonD70, f-number:F/14
(up), local histogram equalization result (down). The black
boxes show the location of dust specks in the image

Dust speck (f/22)
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advent of DSLR cameras due to superior image quality they
provide. It should be noted that since sensor dust problem is
not intrinsic to cheaper consumer cameras, the detection of
any sensor dust in a given image can be evaluated as a proof
of the image source being a DSLR camera. Moreover, with
the knowledge of dust positions/pattern in a given image and
camera, it is possible to associate images with a particular
DSLR camera.
In the following sections a method to locate dust specks
in a given image is described. This is primarily achieved by
comparing the dust positions of a given image with those of
the particular DSLR sensor dust pattern. The efficacy of the
proposed method is substantiated by experimental results.
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2. SENSOR DUST CHARACTERISTICS AND THEIR
FORENSIC USE

Fig. 3. Intensity loss due to dust speck (f/22)

Sensor dusts reveal themselves in photos taken with smaller
apertures settings and they become less noticeable with in-

To exploit this vulnerability of DSLR cameras, we detect
traces of sensor dust in images and use it for source identifi-

cation. For this purpose, we initially aim at determining the
presence of dust specks on an image. Due to difficulty in
discriminating effects of dust on images from the image content, specifically in the textured and parts with high frequency
content, the core element of the method is the dust detection.
In other words, the crux of the method lies in dust modeling which essentially determines the rate of false-positives–a
crucial parameter concerning its forensic use.
Although some DSLR cameras have anti-dust mechanisms,
they can not keep the sensor surface clean completely. Some
camera manufacturers also provide post-processing tools to
remove dust specks on images based on dust template photos taken with high aperture settings. In the market there are
also a couple of commercial softwares which detect and remove dust traces from a single image. Nevertheless all these
tools have high false positives. There are also several patents
for dust speck detection and removal [14, 15, 16]. In [14]
local intensity variations in uniform regions are assumed as
dust spots. In [15], likely dust specks are detected by taking the second order derivative of the image and the peaks
of the derivatives are assigned as dust positions. In [16] dust
positions are detected by taking first-order-derivative and applying some post-processing operations. However, our initial
experimental studies showed that gradient based dust spec detection methods suffer from relatively high error rates (miss
and false positive probabilities). Therefore, in this work, we
did not consider to use any gradient based search method to
locate dust positions. Our sensor dust detection method is described below.

Fig. 4. Dust speck
of dust specks based on cross-correlation results obtained under different σ values ranging from 1 to 3. The sigma value
which produces the maximum cross-correlation is chosen as
the dust model parameter, and the corresponding correlation
output is used to detect dust specks. Once the correlation output is computed, the local maximums higher than a empirically determined threshold (such as 0.4) are labeled as dust
candidates. In order to eliminate false positives, dust candidates in highly detailed regions are ignored.
Dust Model
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Our sensor dust model relies on the observation that sensor
dust has two major characteristics: (a) causing an abrupt change
on the intensity surface (e.g., intensity loss) depending on
the aperture size; and (b) appearing most generally the form
of rounded shapes, see figures 2 and 3. To model the intensity degradation due to sensor dust we utilize a 2D inverse gaussian function with a particular standard deviation
and gain. It should be noted that as f-number increases the
diameter of the dust spot in the image decreases and the intensity loss in the dust spot increases. Moreover, the shape
of the intensity loss becomes more kurtotic. Since the dimensions of the dust is related with aperture, its is also essential to
detect f-number to locate dust specks properly. (In our work
we assume the EXIF data of the image is not available.)
To locate the position of the dust speck, we apply fast
normalized cross-correlation [17] with estimated dust model
as in equation 1.
dustmodel(x, y) = −G √

1
2πσ 2

· e−

x2 +y 2
2σ 2

(1)

In the equation G refers to the intensity loss. The diameter of
the dust speck is controlled by σ. We estimate the diameter
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Fig. 5. Dust model, G=1.0, σ = 1.0

2.2. Contour analysis
Although cross-correlation method works well in smooth regions, it may produce high correlations on edges and textured
regions. In order to reduce this sort of false positives, we apply further analysis on each dust candidate based on their local contour characteristics. For each dust candidate we compute their contour map as shown in Fig. 7. Apart from the correlation output, we locate the dust center by analyzing the local minimums which have maximum number of closed loops
around. Then, the intensity loss in the possible dust speck region and the eccentricity of the dust contour, which indicates
how contour shape resembles to a circle, are computed. These
parameters then combined together to compute a normalized

posed dust detection method is applied to create dust
pattern of the camera.
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Fig. 6. Cross-correlation output of dust speck in fig. 4
confidence value of the contour region. If there is not any
significant intensity loss inside of the contour plot then the
confidence value is assigned to zero. After contour analysis,
according to the confidence values, each candidate is evaluated to determine the dust specs.

• Images acquired with the DSLR camera are available:
When the camera is not available but rather a number of
images taken by the camera is present, the dust points
that are determined by correlation and through shape
characteristics in each image is superimposed together
to form the dust pattern/template of the camera. Once
the template is created, a threshold is applied to the
template to reduce the number of falsely labeled specks
in the dust pattern. The underlying idea of applying a
threshold to the template is that the actual dust specks
should show up at least in two or more images. Since
the probability of getting a false dust candidate at the
same position in multiple images is very low, we expect
that false positives due to image content will be eliminated after thresholding. The dust candidates which
have higher confidence values than a fixed threshold are
considered to represent the dust pattern of the camera.
Finally, source camera identification model is realized by matching camera dust template with the estimated dust pattern of a
given image
3. EXPERIMENTAL RESULTS
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Fig. 7. Contour analysis of dust speck in fig. 4 (Num. of
closed loops inside of the speck : 16, intensity loss : 24.3)

2.3. Camera Dust Pattern Generation
To be able to address a forensic setting we assumed two relevant scenarios of dust pattern generation.
• Digital camera is available: In this case the dust pattern
of an image can be generated by taking the picture of
distant smoothly varying scenery by manually setting
the focal length to high values (f/32 or f/36). Then pro-

Our experiments are based on the assumption that the digital
camera is not available and that the sensor dust pattern has to
be obtained from a number of images taken by a DSLR camera where obtaining a precise dust template is not easy. To
create an image set we have downloaded DSLR images from
three different personal galleries at www.pbase.com. All
images are taken with Sigma SD10. We also created an alternative image data set taken from compact consumer cameras.
In order to reduce computation time of cross-correlation, all
images are resized to 800x533 pixels. Since dust spots are
almost invisible at large aperture rates, images with low fnumbers (below than 8) are not used at experiments.
From each three gallery, we randomly select 10 images to
create a dust template. As described in Section 2, we computed the cross-correlation outputs for each image and then
superimposed all the outputs to create a camera dust pattern.
The contour analysis is then used to refine the final result. After dust patterns of three cameras are computed, in the testing
and verification step previously unseen images in each image
gallery are analyzed to determine if they include any traces of
dust patterns in the locations pointed in the dust template of
the camera.
In Figures 8,9,10 we provide results, when the dust template is generated only from 10 images, and tested on 20 images taken by the same and 60 random images taken by other
cameras. Our matching results indicate that, we achieve a
detection rate around 92% with 0% false positive rate by setting the confidence threshold 1.2. In the figures x-axes shows

the image index and y-axes is the proposed metric indicating
confidence in the match.
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Fig. 8. Num. of matches between the template of the camera
1 and dust candidates. (num. of dusts in the template : 15)
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Fig. 10. Num. of matches between the template of the camera
3 and dust candidates. (num. of dusts in the template : 38)
speck becomes a challenging task. Another important problem is the detection of dust specks in non-smooth, complex
regions without yielding many false-positives. In the future
work, we will address these issues.
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4. DISCUSSION
In this work, we present a source camera identification model
for images taken from DSLR cameras. We show that it is
possible to associate a given image with a particular DSLR
camera with very low false alarm rates using sensor dust characteristics. Though we tested our model with a small set of
DSLR cameras, our experimental results are promising. However, there are some problems inherent to the proposed approach. The most important one is that for wide apertures
dust specks become almost invisible and detection of the dust
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