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Abstract

Since biometric data cannot be easily replaced or re-
voked, it is important that biometric templates used in bio-
metric applications should be constructed and stored in a
secure way, such that attackers would not be able to forge
biometric data easily even when the templates are com-
promised. This is a challenging goal since biometric data
are “noisy” by nature, and the matching algorithms are
often complex, which make it difficult to apply traditional
cryptographic techniques, especially when multiple modal-
ities are considered. In this paper, we consider a “fusion”
of a minutiae-based fingerprint authentication scheme and
an SVD-based face authentication scheme, and show that
by employing a recently proposed cryptographic primitive
called “secure sketch”, and a known geometric transforma-
tion on minutiae, we can make it easier to combine different
modalities, and at the same time make it computationally
infeasible to forge an “original” combination of fingerprint
and face image that passes the authentication. We evaluate
the effectiveness of our scheme using real fingerprints and
face images from publicly available sources.

1. Introduction

A typical biometric authentication system consists of
two phases (as depicted in Figure 1). During the enrollment
phase, a user (say, Alice) scans her biometric data, from
which features are extracted and a template is created and
stored, either in a central database, or on a mobile device.
During the authentication phase, a user who claims to be
Alice would scans her biometric data again, and the same
feature extraction algorithm is applied. The result is then
compared with the stored template. If they are sufficiently
similar according to some similarity measure, the matching
algorithm outputs a yes, which indicates that the user is
authentic, or a no when the user is not authentic.

Since it is difficult (if possible at all) to replace or revoke
biometric data, it is important to keep user biometric data
safe when they are used in these authentication systems. In

many systems the original raw biometric data are not stored,
but some features are extracted and stored in the system in-
stead. However, in these systems, it is often not clear ex-
actly how difficult it is to forge some biometric data such
that similar features can be extracted from them (i.e., to in-
vert the feature extraction function approximately). In fact,
an efficient algorithm is recently discovered that can gen-
erate a fingerprint from its matching minutiae points [15].
Therefore, storing the biometric features directly as tem-
plates would not be secure enough.
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Figure 1. Biometric Authentication System.

There has been intensive study on how to secure the
templates such that (1) they can still be used for match-
ing with reasonable performance, and (2) it is hard to forge
“original” biometric data that would match a given tem-
plate. Currently known methods can be roughly categorized
into three types: (1) Robust hash functions, where small
changes in a biometric sample would yield the same hash
value (e.g., [21, 19, 4, 20, 9]); (2) Similarity-preserving
hard-to-invert transformations, where similarity of biomet-
ric samples would be preserved through the transformation,
yet it is difficult to find the original template from a trans-
formed one (e.g., [12, 1, 13, 14]); and (3) Secure sketch
based methods, where a recently proposed cryptographic
primitive called secure sketch is employed, such that given
a noisy biometric sample, the original biometric data can
be recovered with the help of some additional information
(i.e., a sketch), which makes it possible to use biometric
data in the same way as passwords. These techniques in-
clude [8, 7, 5, 3, 10].

We note, however, that there lacks rigorous security anal-
ysis for the first two types of techniques. In particular, it is



not clear exactly how difficult it is to break these schemes
once the hash values (or the transformed templates) are
compromised, especially when the hash function, transfor-
mation algorithm and related keys and parameters are also
compromised. Therefore, we follow the third approach and
use secure sketch schemes to construct secure biometric
templates.

Another important issue in biometric authentication sys-
tems is that biometrics are usually of lower entropy com-
pared with modern standard of cryptographic keys. There-
fore, it is interesting to investigate fusion techniques that
combine two or more different biometrics for authentica-
tion. These different biometrics can be the result from dif-
ferent sensors, multiple samples of the same biometrics, dif-
ferent feature representations, or multi-modalities. In this
paper, we only study the case of multi-modalities.

We observe that many existing fusion techniques (e.g.,
see [6] and references therein) treat different modalities as
independent statistical tests, and combine the results of the
tests using various methods. For example, one can assign
different scores to give different weights to different tests,
and set a threshold on the final score. In the simplest form,
these tests are combined with logical and and or opera-
tions. However, it is noted in [6] that fusion at the feature
level is usually difficult. One of the reasons is that differ-
ent biometrics, especially in the multi-modality case, would
have different feature representations and different similar-
ity measures.

In this paper, we investigate how to combine the fea-
tures extracted from different modalities, and construct se-
cure templates from the combined features. In particular,
we consider minutiae-based fingerprint features and singu-
lar value decomposition (SVD) based face features.

There has been some work on how to construct secure
sketch for minutiae [3] and SVD face features [ 10, 17]. Fur-
thermore, there has been some new minutiae-based finger-
print features based on geometric transformations, such as
transforming minutiae to points on a circle [18]. It is in-
teresting that after this transformation, fingerprint minutiae
can be represented in the same way as SVD coefficients
(i.e., an ordered list of components), with unified similar-
ity measures (i.e., each component must be within a certain
range to be considered as authentic). Therefore, these fea-
tures can be combined easily after the transformation. Fur-
thermore, we can extend the construction of secure sketch
for SVD coefficients to the combined features to create a se-
cure template for matching or authentication. We call such
a template finger-face template.

To evaluate the performance and security of the proposed
scheme, we use real world biometric data from publicly
available sources. In particular, the fingerprint minutiae are
taken from the ideal tenprint fingerprints in the NIST special
database 27 [11]. These minutiae are validated by human

experts according to the NIST manual, hence representing
the true distribution of minutiae to certain extent. The face
images are taken from the Essex Faces94 database for facial
recognition research [16]. These images are of reasonably
high quality with limited variations, hence can be consid-
ered as samples of faces in controlled environment (as can
be expected in many biometric authentication scenarios).

We describe the proposed scheme in detail in Section 2,
and evaluate the performance and security of the scheme in
Section 3. We conclude in Section 4.

2. Proposed Scheme
2.1. Minutiae-Based Fingerprint Features

Many existing fingerprint authentication systems are
based on minutiae, which are feature points extracted from
a raw fingerprint image. Now, suppose each set of minutiae
F consists of m points (m can be different for different fin-
gerprints). That is, F, = {(x1,91), ..., (Tm, Ym)}, Where
each (x;,y;) is a point in some 2-D space, which is deter-
mined by the resolution and orientation of the fingerprint
image. We choose a global parameter R that is not too large
such that all minutiae of all the users can be contained in a
circle with radius R. Now, we apply the geometric transfor-
mation proposed in [18] on F}. and obtain a feature vector
I as below.

4 ® Minutiae points
® Corresponding Points on the Circle

Figure 2. Geometric Transformation of Minutiae [ 18]

TRANSFORM-MINUTIAE

1. Compute the centroid C' = (z., y.) of the minutiae F;.
as the center of mass of all the minutiae. That is,

re = ;;w and g, = ;;y (1)

2. For every pair of minutiae, if the distance between
them is more than a threshold 7', draw a straight line
passing through these two points, and mark its inter-
section with the circle with center C' and radius R.

3. Partition (quantize) the intersection points obtained in
the previous step. In particular, we divide the circle
into a list of ordered arcs of A degrees each. Let the



arcs be aq, ..., ax, where k = 360/A. Let the vector
V = (v1, ..., vy) represent the list of number of inter-
section points on these arcs.

4. Assume that there is a random k by k matrix M,
(called randomization matrix) associated with each
user. Compute VM, = (zg41, ...y 2n).

5. The final feature is the vector F' = (21, ..., 2k ).

Figure 2 illustrates a simple example with 5 minutiae
points and A = 90. Let the feature for the i-th user is
Fi(l) = (21,...,2k). Given another fingerprint, the same
extraction algorithm is followed. Let the result be F' =
(w1, ...,wy). The fingerprint is considered as authentic if
foreach1 < j <k, z; — 6; ; < w; < z; +6; 5, where 0, ;
is associated with the j-th component of the i-th user.

We note that this transformation is not rotation-invariant.
It is possible to use additional information to align two
minutiae (e.g., using cores and deltas), or we can simply
try a few different rotations for matching. In this paper we
assume that the fingerprints are already aligned.

We also note that the purpose of the randomization is
to reduce the penalty caused by outliers, which is similar
to that in [2]. However, their technique cannot be easily
applied since we do not have the original data (not even in
the encrypted form) during authentication.

2.2. SVD-Based Face Features

We employ the feature extraction scheme in [17]. In par-
ticular, during enrollment, given a face image, we follow the
following steps to generate a feature vector of size n — k.

EXTRACT-FACE-FEATURE

1. Compute the singular value decomposition (SVD) of
the given face image, and take the n — k most signif-
icant components. Let the result be the vector Fy =
(Vkt1s ey Un)-

2. Similar to the fingerprint features, assume that there is
another random n — k by n — k randomization ma-
trix M associated with each user. Compute Fy My =

(Ukt 1y oees Upy)-

3. Quantize the above feature vector. In particular, we
choose a scalar quantizer with step size \; for the
component u;, and each A; is selected according to
the variation of u; over the entire population. Let

the final discrete feature for the i-th user be F(Q) =

i
(Zk+17 ceey Zn)

During authentication, given another face image, we can
extract its feature in the same way and get another feature
vector F/ = (wg41,-..,wy). This vector is considered as

similar to Fi(z) if and only if z; — 0; ; < w; < z; + 0; 5 for
all k41 < j < n, where d; ; is some parameter for the j-th

component of the i-th user.

2.3. Combined Feature and Secure Sketch

After we generate the features from both minutiae and
the face image of the same person (say, the ¢-th user), we
can combine the two vectors Fl-(l) and FZ-(Q) into one, with
total number of n component. That is, the feature vector
for the i-th user is F; = (21, .. ., 2, ), where another feature
vector F/ = (w1, ...,w,) is considered as similar to F; if
and only if Zj — (51'}47‘ <wj; < zj+ (Si)j forall1 < j <n.

Next, we follow the scheme in [10] and [17] to generate
a sketch for the combined feature. In particular, given a
feature vector F; = (% 1,...,2iy) for the i-th user, we
follow the following steps for each component z; for each
1<y <n.

SKETCH GENERATION

1. Construct a 1-D codebook C; j, where each codeword
is in the form of ¢ = k(2; ; + 1) for some integer k.

2. Find the codeword ¢; ; € C; ; that is nearest to z; ;.
3. Compute Pij = 25 — Cij-

The final sketch for the i-th useris P; = (p;.1,.-.,Pin)-
Note that for each p; ;, we have —d; ; < p;; < 054, or
|pij| = log(20; ; + 1).

2.4. Finger-Face Template and Verification

The final finger-face template for the i-th user consists
of the sketch P;, the randomization matrix M; for this user,
the codebooks C; ; for all 1 < j < n (or equivalently,
the threshold values §; ;), and H(F;), where H is a crypto-
graphically secure one-way function. Global parameters re-
quired for verification include R, A and 7" used in minutiae-
based feature, and the one-way function .

Given new biometric samples of a fingerprint and a face
image from a user claimed to be the i-th user, the same
feature extraction algorithms as in Section 2.1 and 2.2 are
followed, and some feature vector F”’ is extracted. If F”’
is similar to F}, then by using the sketch P; and codebook
C;.;, we can recover the original feature vector F;, and com-
pute H(F;), which is then matched against the stored value
H(F;).

2.5. Security Measure

In practice, the templates can be encoded and stored sep-
arately for additional security. For example, one can employ
the multi-factor scheme as in [17] and store only some en-
coded information on a smartcard and some other encoded
information in a central server (or another device the user



needs to access), such that if only one of the factors (smart-
card or device/server) is compromised, no information is
leaked, and we can still obtain certain level of computa-
tional security if both factors are compromised. Neverthe-
less, in this paper, we focus on the case where all the tem-
plate information is captured by the attacker.

If an attacker (say, Bob) obtains all the template data of
a user, he would try to invert the template and find some
forged biometric data that would generate the same value
H(F;) during authentication. Since the process of sketch
generation and recovery is easily invertible, the main diffi-
culty for the attacker would be to invert the one-way func-
tion H with additional information (i.e., other parts of the
templates). Hence, we require H to be hard to invert even
with partial information about the pre-image.

In addition, the security depends on how difficult it is to
guess the original feature vector given that some amount of
information is leaked by the compromised sketch. Other
parts of the template may also reveal some information
about the original feature vector. However, we note that
the global parameters (i.e., R and A) reveals very little in-
formation, and the codebooks (or the J; ;’s) do not reveal
more information than the sketch itself '.

To measure the information leakage, we follow the for-
mal approach in [5, 10], and examine the entropy loss.
First, we define the min-entropy H.(A) of a discrete ran-
dom variable A as Hy,(4) = —log(max, Pr[A = dal).
For two discrete random variables A andNB, the average
min-entropy of A given B is defined as Ho (A | B) =
—log(Ey._ p[2 H=(AIB=D)]) " Now, for the feature vec-
tor Fj, the entropy loss of the sketch P; is defined as
L = Hoo(F;) — Hoo(F;|P;). As noted in [5], the entropy
loss can be conveniently bounded by the size of the sketch.
Hence, in our scheme, the entropy loss is bounded by

L= (HOO(Fi) -

n
Z Di,j

where NV is the total number of users.

Finally, we need to determine the min-entropy of the
original feature vector. Since there is no known model for
biometrics, it would be infeasible to determine the min-
entropy of the original data experimentally, due to the large
feature space. Therefore, we measure the min-entropy ap-
proximately by assuming that each component is indepen-
dent, measuring the min-entropy of each component as in-
duced by the data set, and computing the sum of the min-

1
7 ~(F: | P)
2

IN
=] =

I Mz ™=

IBasically d;,5’s can be implied by the number of bits required to en-
code the sketch, which should be specified by the description of the sketch
anyway.

entropy of all components. The same approach is also used
in[17].

3. Evaluation
3.1. Data Sets

Fingerprints and Minutiae Points In this paper, we use
the fingerprints and minutiae points from the NIST Spe-
cial Database 27 [11]. This database contains 258 pairs of
matching fingerprints, among which 152 are chosen for the
experiments, which matches the number of subjects in the
face database. Each pair consists of a fenprint fingerprint,
which is taken in a controlled environment and is of high
quality, and a matching latent fingerprint of lower quality,
taken from crime scenes. Each pair of fingerprints is also
associated with four sets of minutiae. Two of them are the
minutiae extracted from the tenprint and latent fingerprints
respectively, and the other two are the matching minutiae of
the first two sets of minutiae. All the minutiae are validated
(and some of them are marked) by human experts, hence
false-minutiae are unlikely.

In this paper, we use the minutiae extracted from the ten-
print fingerprints as the original fingerprints. Although the
tenprint fingerprints and minutiae are of high quality, there
is only one matching latent fingerprint for each tenprint fin-
gerprint, and the latent fingerprints are mostly partial, since
they are lifted from crime scenes. Therefore, we choose to
apply synthesized noise on the tenprint minutiae sets to gen-
erate training and test data. In particular, we consider the
combination of two types of noise: (1) White noise, which
moves each minutia up to \,, pixels, and (2) replacement
noise, which removes some amount of the minutiae and in-
jects some new ones.

The white noise is synthesized according to the differ-
ence between the matched tenprint minutiae and matched
latent minutiae in the database. In particular, we examine
the matched minutiae, and find the histogram of the dis-
tances, and generate the white noise according to the his-
togram. The replacement noise is synthesized according to
the difference between ideal latent minutiae and matched
latent minutiae. That is, we record the percentage of the
minutiae that are in the ideal latent minutiae but not in the
matched latent minutiae for every pair of fingerprints with
quality labeled as good (there are 88 such pairs), and esti-
mate the distribution 2. In the experiments, we observe that
the distribution of the percentile is very close to a Normal
distribution. Hence we use a Normal distribution with zero
mean and variance of 0.09 (i.e., 9%) for the replacement

2t should be noted that the NIST database contains a small number
of pairs where the matched latent minutiae is not a subset of of the ideal
latent minutiae, which is probably due to some manual adjusting for the
matching. In our experiments, we exclude those pairs from the data set
when estimating the noise.



noise.

Finally, we employ the method in [18] and transform
each of the minutiae set into points on a circle around it
with radius R = 4000 and threshold 7" = 100. We choose
R to be approximately double the largest distance between
any two minutiae in the dataset, and our result is not sen-
sitive to the actual value of R. The transformed points are
then quantized and randomized (Section 2.1). In total, 12
training and 8 testing minutiae sets are generated by adding
the synthesized noise to the ideal tenprint minutiae.

Face Images The face images are taken from the Es-
sex Faces94 database [16] for face recognition research.
There are 20 still photos of each of the 152 subjects, where
the variation is relatively small compared to other publicly
available face image databases. This is reasonable in many
authentication scenarios where the photos are taken in a
controlled environment and certain level of user coopera-
tion can be expected.

We divide the 20 images for each subject into two sets:
12 of them are used for training and estimate the parame-
ters for the authentication scheme, and the remaining 8 im-
ages are used for testing. In particular, for each subject we
compute the SVD for all the training images, take the first
20 components (as suggested in [17]), randomize them us-
ing a randomization matrix associated with this identity, and
quantize the results to get the final feature samples. From
those samples, similar to the fingerprint features, for each
of the component we find the mean, the minimum and max-
imum values, and use these values to form the template.

3.2. Performance Analysis

The performance of the scheme is measured by the false
accept rate (FAR) and false reject rate (FRR). In this paper,
since we use a rather simple method to combine the fea-
tures, a user is considered as authentic if and only if both
the face and fingerprint features match the template. Hence,
our scheme is equivalent to a fusion scheme that takes the
logical and of the two tests in terms of performance. For
simplicity, we conduct experiments on the face and finger-
print data independently, and combine the results to obtain
the performance of the resulting system.

For each modality, we have a template and a few test
samples for each user. We define FAR as the ratio of the
number of test samples that do not belong to a user yet are
considered as authentic by the scheme over the total number
of test samples. FRR is defined in a similar way.

Figure 3 illustrates the ROC curves of the fingerprint
and face features. The ROC curves are obtained by vary-
ing the detection parameters. The parameters z; ; and 0; ;
(for 1 < j < k) are determined from the training data. In
particular, z; ;’s are taken as the mean of the corresponding

& face
0.045 —— fingerprint

Figure 3. ROC Curve for Fingerprint and Face Features.

components, and d; ;s are based on the minimum and max-
imum values of the corresponding components. By varying
the values of J; ;’s, we can obtain the operation characteris-
tics at different points, which are then used to plot the ROC
curves. In these experiments, we use A = 18, which means
that there are 360/ A = 20 components in the feature vector
for a fingerprint. Similar ROC curve can be obtained for the
face features, which is similar to that in [17].

Since we assume that fingerprints and face features are
independent, overall performance of the combined system
can be obtained by examining relevant points from the
ROC'’s of the individual modalities. For example, we can
pick one point from each ROC curve in Figure 3 such that
the FRR value for fingerprints is about 1.3% and that for
face features is about 0.10%. In this case, the overall FRR
in this case would be about 1.4%. Also, in this case the
FAR for the fingerprint features is about 0.58%, but the
FAR for the face features is 0.05%, hence the overal FAR is
2.9 x 1076, We can further bring down the FRR with a little
trade-off from FAR. For example, we can choose a point on
the fingerprint ROC curve such that the FRR is 0.82% with
FAR 3.9%, and the same point for face biometrics (with
FRR 0.10% and FAR 0.05%). In this case, the overall FRR
would be 0.92% and the overall FAR would be 1.9 x 1075,

3.3. Security Analysis

We employ the same method as in [17] to evaluate the se-
curity of the scheme. In particular, we first estimate the min-
entropy of the original combined feature, and then compute
the bound on the information leakage (i.e., entropy loss)
from the size of the sketch. The difference between these
two quantities would be the strength of the scheme, assum-
ing that the hash function is secure.

To estimate the min-entropy in high dimensions, we
assume that the individual components of the feature be-
fore randomization are independent, and compute the min-
entropy induced by the data sets. On the other hand, the
entropy loss is simply taken as the size of the sketch, aver-
aged over all users in the system.

For the data sets used in our experiments, our estimation



of the min-entropy of the face features is 85 bits, and that of
the fingerprints is 58 bits. The size of the sketch for the face
features is 49 bits in average, and that for fingerprints is 55
bits. Therefore, the estimated lower bound of the strength
of the scheme is about 39 bits. Note that the entropy loss is
the upper bound of the actual information leakage. Hence
the exact security of the system could be better.

4. Conclusions

In this paper, we study the fusion of fingerprint and face
biometrics in the feature level, and the construction of se-
cure templates that would not give attackers much advan-
tage even when they are compromised.

We employ a known geometric transformation for fin-
gerprint minutiae to transform the minutiae sets to feature
vectors of fixed lengths. We also use a known face feature
extraction algorithm that makes use of SVD values of the
face images, which is also of fixed lengths. In this way, the
features for both modalities would have the same represen-
tations that makes fusion at feature level much easier.

Although our fusion technique is relatively simple,
which is equivalent to a logical and of independent tests of
fingerprint and face biometrics, it nevertheless shows pos-
sibilities for much more complicated operations that can be
performed over the combined biometric features before do-
ing classification or authentication. Our construction of se-
cure templates is based on known secure sketch schemes,
such that it allows rigorous yet easy security analysis based
on the size of the sketch.

A major open problem is the precise measure of min-
entropy of the original features, due to the high dimensional
space and limited data. We assume that each component
of the original data is independent and estimate the min-
entropy by analyzing each component experimentally. An-
other important open problem is how to determine the exact
information leakage due to the sketch.
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