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ABSTRACT

In many applications, it is often desirable to extract a consistent key
from a multimedia object (e.g., an image), even when the object has
gone through a noisy channel. For example, the extracted key can be
used to generate content dependent watermarks to mitigate copy at-
tacks, or for two or more parties to establish a session key from their
noisy versions of the same object. Robust hash functions are use-
ful in extracting such consistent keys. It differs from cryptographic
hash functions in that small noise in the messages would yield the
same hash value with high probability. However, the security of ro-
bust hash functions is not well understood. In this paper, we study
different security notions of robust hash functions w.r.t. forgery at-
tacks, where the goal of the attacker is to estimate the key (hash
value) extracted from a given message. We show that information-
theoretical security against forgery under chosen message attacks is
not possible, in the sense that given enough number of observations
of message/hash pairs, the entropy of the hash value of another mes-
sage can be reduced arbitrarily. We further give a construction that
is computationally secure, where computing the hash value can still
be computationally infeasible even its entropy may not be high.

Index Terms— Image recognition, security

1. INTRODUCTION

A robust hash function maps a message X (e.g., a real valued fea-
ture vector extracted from an image) to a binary sequence b such
that upon applying a transformation to X generating X’ (where X’
is close to X), the hash of X’ remains the same with high probabil-
ity. In this regard, a robust hash function is different from a cryp-
tographic hash function, which does not tolerate even a single bit
of error. Robust hash functions could form an integral part of any
application that involves a recognition (identification or verification)
related tasks, especially those involving multimedia objects, which
are noisy in nature.

For example, to prevent attackers from copying a legitimate wa-
termark from a marked multimedia object to an unmarked object
(i.e., copy attacks as in [1, 2]), we could use a watermark that is de-
pendent on the content of the multimedia object. To achieve this,
a robust hash function could be employed to extract a key from the
given multimedia object, and then a watermark could be generated
from the extracted key. In this case, we would require that the hash
function should be robust against the noise expected in the actual wa-
termarking application, yet it should be difficult (if possible at all) to
estimate this key generation process for an unmarked object.

In this paper, we are concerned with a more abstract key extrac-
tion scenario as illustrated in Figure 1. Suppose two parties A and
B have access to some correlated random sources X and X’ respec-
tively (e.g., X and X’ could be the picture of the same scene taken

at different times of the day), and they wish to agree on a common
(secret) session key based on their own random source without com-
munication. In this case, a keyed robust hash function H(-) can be
applied to allow both parties to generate the same hash b using a
shared key K. This allows both to decide upon a session key that
they can use to do various tasks without directly using their shared
secret key or exchanging any information as required by common
key agreement protocols.

X X’
! !
A R e B
! !
b ="H(X,K) b=HX",K)

Fig. 1. Session key extraction from robust hash

If we consider X as the original multimedia object, and X is
the distributed watermarked object, then the extracted hash b can be
used to verify the validity of the multimedia object. Such a con-
sistent string b can be used in many other scenarios where a secret
session key is required from noisy data. However, it is often not easy
to analyze the security. This is perhaps partly due to the complex in-
teractions among many different parameters that affect robustness
and security measures such as forgery resistance, and partly due to
the lack of clear threat and attacker models.

In this paper, we focus on forgery resistance of robust hash func-
tions (as in [3]), which measures the difficulty for attackers to com-
pute the hash value of a given message without knowing the secret
key. Similar to settings in [3], we first investigate information theo-
retical security measured by conditional entropy. However, instead
of considering just one message X1 and its hash b,, we consider cho-
sen message attacks, where the attacker is allowed to observe poly-
nomially many message/hash pairs {(X2, b2), . .., (Xp, bp)} before
attacking on a given message. We say that a robust hash function is
non-forgeable if it is difficult for attackers to compute the hash of a
given message X1 even under chosen message attacks.

Our main contributions are as follows: (1) We give formal def-
initions of both information-theoretic and computational security
of non-forgeable hash functions; (2) We show that information-
theoretic security is not possible under chosen message attacks; (3)
We give a computationally secure and practical scheme based on
random quantization.

2. RELATED WORK

A security model for analyzing the security of a robust hash was pre-
sented in [3]. The authors use differential entropy as a measure to



study the security of randomized image features. They also suggest
that the security of a hashing scheme should be measured by the con-
ditional entropy of the hashing key, when the hashing algorithm, and
pairs of images and their hashes are known. We formalize this notion
and show that such information-theoretic security is impossible.

The robust hash in [3] is specifically designed for an authen-
tication application. There are existing works that analyze secu-
rity models for authentication application scenarios. Some exam-
ples of proposed scenarios are as follows. [4] analyzes a scenario
where A sends a message and an approximate message authentica-
tion code (AMAC) to B for verification. The AMAC serves as a
keyed similarity-preserving function. Another scenario as discussed
in [5] is when A sends a message, some helper data and a crypto-
graphic MAC to B, where the noise during communication can be
corrected using the helper data. In both cases, A and B share a se-
cret key. If public-private key pairs are used instead of secret keys
in these scenarios, it would become a digital signature. Another sce-
nario focusing on key extraction is discussed in [6] where A and B
have access to a content X and its corrupted version X' respectively.
A extracts akey K, and some helper data which is sent to B. B uses
X' and the helper data to generate another key ky, and k, = ky if
X and X' are close enough. In all the above three scenarios there is
need for communication between A and B. In the scenario proposed
in this paper there is no communication between A and B.

We highlight that the scenario considered in this work represents
a more general applicability of robust hash. In fact [7] also proposes
a robust hashing algorithm to extract a consistent key from a content
but for watermarking application. Note that we also extract a consis-
tent key, which can be used for authentication. Hence it is interesting
to study the security of robust hash under the proposed scenario.

3. DEFINITIONS AND NOTATIONS

Let M be the message space. We do not impose any constraint
on M. For example, it can be the set of all possible feature vec-
tors from all images. The distribution of the message can be either
discrete or continuous. Here we mainly use discrete distributions
and entropies as examples. Similar definitions and proofs based on
differential entropies can be easily adapted. Let D be a distance
function D : M x M — R™ defined over M. We consider the
following definitions of hash functions and their properties.

Definition 1 (Hash Function) A hash function H is a efficiently
computable' function H : M x {0,1}* — {0,1}7°%®) for some
k € Z* and positive polynomial poly(-).

Definition 2 (Robustness) A hash function H is (D, 6, €. )-robust
if for any X, Y € M such that D(X,Y) < 0, it holds that
Pr[H(X, K) = H(Y,K)] > 1 — e,

Definition 3 (Sensitivity) A hashfunction H is (D, ds, €5)-sensitive
if for random K € {0,1}* and random X,Y € M such that
D(X,Y) > 65, we have Pr[H(X, K) # H(Y,K)] > 1 — €.

Sensitivity of a hash function is equivalent to collision resistance
for random attackers. Sometimes it is desirable to consider stronger
security against a type of preimage attack as below, where a smart
attacker tries to find a preimage of a hash value of a given message.

!Here being “efficiently computable” means that 7 can be computed with
a polynomial time deterministic algorithm.

Definition 4 (Negligible Function) A function o : 7Z — R™ is neg-
ligible if for any positive polynomial poly(-) and any sufficiently
large n € Z, it holds that o(n) < 1/poly(n).

When we say a task is computationally infeasible w.r.t. a param-
eter k, we mean that the probability that this task can be done is a
negligible function of k.

Definition 5 (Preimage Resistance) A hash function H is (D, 0)-
preimage-resistant if for random K € {0, 1}]“, and a given X € M,
it is computationally infeasible for any polynomial time probabilis-
tic algorithm A to find another Y such that D(X,Y) > 0, yet
H(X,K)=H(Y,K).

It is often desirable to make it difficult to forge hash values of
noisy data without the secret key. Furthermore, we consider chosen
message attacks, where the attacker has the access to polynomial
number of messages and their corresponding hash values, and the
goal of the attacker is to find the hash value for another message that
is not similar to any of the messages the attacker has seen. It is clear
that security against forgery attacks for a randomly chosen message
implies resistance to preimage attacks.

Ideally, we would prefer information-theoretic security where it
is possible, which is defined as the following.

Definition 6 (Perfect Forgery Resistance) A hash function 'H is
information-theoretically secure against forgery under chosen mes-
sage attacks if for all sufficiently large k, any positive polynomial
p(-), any messages X1, ..., X,k)y € M, such that D(X, X;) > dc
forall 1 < i < p(k), and for K uniformly distributed over {0,1},
it holds that

H(by | X1, (X2,b2), ..., (Xpw), bpiy)) > 8

where H(A | B) denotes the conditional entropy of A given B,
b; & H(X;, K), and s is a security parameter.

In other words, give the observations of p(k) — 1 dissimilar mes-
sages (which could be chosen by the attacker) and their correspond-
ing hash values, there should still be sufficient amount of uncertainty
about the hash value of another message X that is dissimilar to all
the observations. It should be noted that if a robust hash scheme is
secure by the above definition, it would also imply

H(K | (X2,02); o, (Xpr)s bpry)) > 5 1)

That is, it should also be difficult to find the key K, since otherwise
the attacker could just work out the key first and then compute the
hash value of X;.

Correspondingly, we can define the security in terms of compu-
tationally bounded attackers as follows.

Definition 7 (Computational Forgery Resistance) A hash func-
tion 'H w.r.t. distance function D is computationally secure against
forgery under chosen message attacks if, for any positive poly-
nomial p(-), uniformly random K € {0,1}*, and any poly-time
probabilistic algorithm A, given any X1 € M, the probability

p = PI‘[A (Xl, ()(27 b2), ceey (Xp<k), bp(k))) = bﬂ

is a negligible function of k, where b; & H(X;, K), D(X;, X;) >
Oc forall 1 < i, j < p(k), and the probability is taken over random
choices of the key K, and random decisions made by A.



In other words, it should be computationally infeasible for any
attacker to come up with the correct hash value of a new message
(which may be chosen by the attacker), even with observations of
polynomial number of random message/hash pairs.

4. IMPOSSIBILITY OF INFORMATION-THEORETIC
FORGERY RESISTANCE

If the attacker has unbounded computation power and is able to ob-
serve previous random message/hash pairs, we can see that it is not
possible to have a robust hash scheme that is secure against forgery.
In particular, we have the following result.

Theorem 1 For any hash function 'H, given any independently cho-
sen Xi,...,Xpw) € M, any positive polynomial p(-), uniformly
chosen key K € {0,1}*, and any positive constant s (s < k), if

H (K | X1,,..,Xp(k),bl,..,,bp(k)) 2 S (2)
where b; = H(Xi, K), it holds that
H (b1 ‘ X1, ~-~7Xp(k)7b27-~~7bp(k)) S (k - 5)/[)(1(3) (3)

Proof: Since the key is independently chosen,

H(K)=H(K | X1,.., X))
= H(K, b1, ...,bp(k) | X1, ...,Xp<k)) @)
= H(bl, ...,bp(k.) | X, ...7Xp(k))
F H(K | X1,y Xp(k)s b1y oo bpii))

The second equality is due to the fact that the hash values are deter-
ministically computed from the messages and the key, and the third
equality is obtained by applying the chain rule. Since H(K) = k
and (2), we have

H(bl, ...,bp(k> | Xl, ...,Xp(k>) S k —s. (5)

By applying the chain rule, we have
H(b1,...,bpm) | X1, ...
=H (b1 | b2, s bpy, X150 Xp())
:H(bg | bg, ~-~,bp(k)7X17 -~~7Xp(k)) + ...
+ H(bp(k) | Xl, ...,Xp(k))

Clearly, the first term in the summation is no larger than the rest of
the terms. Hence, we have proved (3). ]

s Xp(k))

(©)

In other words, no matter how we choose the parameters k£ and
s, as long as the attacker has enough number of independent ob-
servations (i.e., large enough p(k)), the entropy of the hash value
H (X1, K) can be reduced arbitrarily. Hence the scheme cannot be
information-theoretically secure against forgery under chosen mes-
sage attacks. As mentioned earlier, a similar proof using differential
entropy for continuous distributions can be easily adapted.

It is also worth to note that even if the requirement (2) is relaxed
such that the key K is only required to have a conditional entropy the
same as the hash value, the conclusion that the conditional entropy
of the hash value can be reduced arbitrarily remains the same.

It is also noted that this proof does not depend on the robustness
of the hash function. It is analogous to the known result that perfect
secrecy cannot be achieved with fixed length keys.

5. A COMPUTATIONALLY SECURE SCHEME

In this section, we consider input space M to be real vectors of size
n. This is a natural representation of many types of features that can
be extracted from multimedia data.

Let @ be a random composite scalar quantizer, which consists
of two sub-quantizers Qo and (1. Both sub-quantizers are uniform
quantizers with the same step size 2, but the quantization levels are
interleaved such that the minimum distance between the quantization
levels of Qo and that of Q)1 is A. The quantization levels of both sub-
quantizers are labeled as interleaving 0’s and 1’s, and the output of
the sub-quantizers will be the label of the nearest quantization level.
The quantizer @ takes in two inputs, namely a random bit 7 and an
x to be quantized. Based on the random bit 7, @) either quantize x
with Qo or Q1. Thatis, Q(r,z) = Q,(z).

We assume that there exists an error-correcting code C that al-
lows us to correct ¢ errors in a binary string of length n, where ¢ is
a parameter depending on the number of bit flips to be tolerated for
the required robustness.

We further assume that there exists an encryption scheme (&, D)
with encryption algorithm £ and decryption algorithm D, and the
encryption scheme is secure against chosen ciphertext attacks.

Given X = (x1, ..., ) and random key K = (k1, k2, k3) con-
sisting of three parts, the function H performs the following steps.

1. Randomize X by multiplying X with a random n by n matrix
R generated using a pseudo-random number generator with
seed k1. LetY = RX = (y1,¥2, -, Yn)-

2. Suppose |k2| = n. Let the bits in k2 be denoted as
r1,...,7n € {0,1}. Quantize Y by applying random quan-
tizer Q on each y; using randomness r;. Let Y = (Y1 vy Un)
where ]}L = Q(ri, yi).

3. Decode Y using the error-correcting code C to obtain a binary
string W.

4. Apply the decryption function D with key k3 on W to obtain
the final hash value h. That is, h = D(ks, W).

The first two steps are commonly used techniques to handle per-
missible noise, such that at the end of the second step, we would
obtain a binary string that is close to the original, measured by some
distance metric, say, Hamming distance. The error-correcting code
in the third step is to correct a small number of bit flips in the binary
string. The design of such an error-correcting code can be challeng-
ing if the length of Yis large, and the errors can be bursty. For typi-
cal applications, we can employ the two-layer error-correcting tech-
nique as in [8], or a suitable LDPC code [9] such as in [10, 11]. If
the distance metric is not Hamming, the error-correcting code should
be adapted accordingly (such as in the case of [7]). The last step of
decryption provides the actual security property that we need.

5.1. Security Analysis

The security of the hash function as stated at the beginning of this
section largely depends on the security of the underlying encryption
scheme. In particular, we require the encryption scheme to be secure
under chosen ciphertext attacks.

Roughly speaking, an encryption scheme is secure if for any
given ciphertext, it is computationally infeasible for any attacker
to compute the corresponding plaintext. Furthermore, it is secure
against chosen ciphertext attacks if the security can be maintained
even the attackers observed a priori the plaintext corresponding to
polynomial number of ciphertext at his choice.



Theorem 2 The aforementioned robust hash 'H is computationally
secure against forgery under chosen message attacks if it is (D, 0)-
preimage-resistant, and the encryption function (£,D) is secure
against chosen ciphertext attacks.

Proof: The proof is a standard reduction proof, which is quite
straight forward. We only give the sketch of the proof here.

Suppose on the contrary that the hash function H is not secure
against forgery under chosen message attackers, we can then use the
attacker’s algorithm A to break the underlying encryption scheme.

The main idea is that, we can randomly select keys k1 and k2,
and for any message X chosen by the algorithm A, we can perform
steps 1 to 3 to obtain a binary string W, which we then send for
decryption as our “chosen ciphertext”.

In the end, for the given ciphertext ¢, we can invert the error-
correcting code (by encoding c), the quantization (by finding any
data that would be quantized to the encoded c), and the randomiza-
tion (by multiplying with the inverse of R).

We treat the result as an original message X and pass it to al-
gorithm A and ask A to find a forged hash value, which would be
exactly the plaintext corresponding to c. If A is a successful attacker,
we would also be successful in attacking the underlying encryption
scheme under chosen ciphertext attacks, which contradicts with the
assumption. ]

5.2. Further Discussions on Security

It should be noted that in many real applications, we are not given
directly a sequence of numbers, but rather images, audio or video
data. As a result, the security of the actual system depends not only
on the security of the robust hash, but also depends on the quality
of the features, in the sense that it should be difficult to find another
multimedia object that is very different yet yields the same features.
However, the similarity metric largely depends on the application
scenario. How to select such good features is out of the scope of this
paper.

It is also worth noting that we apply an error-correcting code
to extract a consistent string from the noisy data. In practice, such
codes are usually not perfect (or have large gaps between €1 and €2).
As a result, to achieve required robustness, sometimes it would cor-
rect more errors than necessary. In this case, the attacker might be
able to exploit the property of the error-correcting code to create a
collision on a chosen message X by constructing dissimilar objects
X' that have features that fall within the error-correcting capability,
hence creating a forgery on the constructed object X’ by re-using
the hash value of X. In our scheme, however, we include a ran-
domization step (the first step) that will help to diffuse the feature
coefficients in a key-dependent manner, such that it would be diffi-
cult for the attackers to make use of the error-correcting code.

6. CONCLUSIONS

A robust hash allows the extraction of a consistent key from noisy
data, such as images. This can be useful in many application scenar-
ios, ranging from authentication to session key agreement. An exam-
ple of such applications is watermarking schemes resistant to copy
attacks, where the watermarks are generated from a key extracted
from the content, so that directly copying the watermark makes it
useless. Another example is key distribution with noisy data, where
two or more parties agree on a consistent key based on a common

noisy random source, without the need for communication as other
key agreement protocols do.

In this paper we study the security of robust hash functions
against forgery, under chosen message attacks. In these attacks, the
attacker is allowed to observe or probe the system to access polyno-
mial number of message/hash pairs, and the goal of the attacker is to
compute the hash of another given message that is dissimilar to all
previous observations.

We give formal definitions of the security of robust hash against
forgery under chosen message attacks (both information-theoretic
and computational). We show that information-theoretic security is
not possible. This answers one of the open questions stated in [3].
That is, it is not possible for the hash value in question to have a con-
ditional entropy that is not negligible, while keeping enough entropy
for the secret key. Furthermore, we give a scheme that is computa-
tionally secure.
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