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ABSTRACT
Watermarking based ownership dispute resolution schemes
are vulnerable to a simple but effective class of attacks,
called ambiguity attacks, which cast doubt on the reliability
of resulting decision by exploiting the high false-positive rate
of the watermarking scheme. To mitigate such attacks, we
propose a new scheme that embeds multiple watermarks, as
opposed to embedding a single watermark, while constrain-
ing the embedding distortion, and detects a randomly se-
lected subset of them during an ownership proof. The crux
of the scheme lies in both watermark generation, which de-
ploys a family of one-way functions, and selective detection,
which injects uncertainty to detection process. The reduc-
tion in false-positive probability is analyzed and compared
to single watermark embedding for the additive watermark-
ing technique through numerical solutions. Moreover, we
examine the exact security level that can be achieved by
our scheme with different combinations of parameters. We
adopt a previous security proof of non-invertible watermark-
ing schemes with modified notion of security that is more
realistic in practice, which allows us to derive the achievable
security with typical parameters.

Categories and Subject Descriptors
H.4 [Information Systems Applications]: Miscellaneous
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1. INTRODUCTION
Digital watermarking schemes have been proposed to resolve
ownership disputes over digital objects. In many cases, the
owner of a digital object proves the ownership by showing
the knowledge of a watermark that can be detected reli-
ably from the object. Much previous work focuses on the
robustness of the watermarking scheme. However, robust-
ness is not sufficient in such ownership proofs. Consider the
scenario where Alice has an original cover-object CA, and

embeds her watermark WA in C to obtain marked-object
M , which is then distributed to the public. A malicious at-
tacker Bob, given M , can try to find a fake original CB and
a fake watermark WB , such that WB is detectable in M . In
this case, it is no longer clear who owns the object M . Such
attack is often referred to as an ambiguity attack.

Craver et al. [1] introduced the first realization of an am-
biguity attack, called inversion attack. They mention that
these attacks are possible because the watermarking scheme
can be easily inverted to get a fake watermark and a fake
original from any marked-object. They propose a non-invertible
watermarking scheme by requiring that the watermarks have
to be generated by applying a one-way function on the orig-
inal. It is asserted that an attacker would have to invert
the one-way function to invert the watermarking scheme.
Ramkumar et al. [2] pointed out that the schemes proposed
in [1, 3] are not secure due to high false-positive rates, and
give an improved scheme. Similar work along this line in-
cludes [4, 3, 5, 6, 7, 8].

Observing that it is difficult to design non-invertible water-
marking schemes in a stand-alone setting, the involvement
of a trusted third party (TTP) is considered in [9, 10, 11].
It is mentioned in [10, 11] that the security of previous non-
invertible schemes are not rigorously analyzed, and that the
watermarking scheme cannot be non-invertible if the false-
positive is high.

In a stand-alone setting, Li and Chang [12] study the possi-
bility of provably non-invertible watermarking schemes, and
give a spread-spectrum based scheme. Their security proof
relies on the security of a pseudo-random generator, which
guarantees that no efficient algorithm can distinguish the
output of the pseudo-random generator and that from truly
random source. They show that the watermarks do not
have to depend on the originals, and can be generated from
any relatively short random seed. It is shown that when
the false-positive of the underlying watermarking scheme is
negligible, the resulting scheme is non-invertible.

In this paper, we observe that the false-positive of the un-
derlying watermarking scheme is the key to non-invertibility,
and provide a new method to reduce the false-positive rate
of conventional watermarking based ownership dispute res-
olution schemes. 1 The scheme is based on embedding mul-

1The proposed scheme is an improved version of the scheme
described in [13] and corrects an error in its analysis.



tiple watermarks and detecting a randomly selected subset
of them, as opposed to single watermark embedding, under
constrained embedding distortion. We analyze the effec-
tiveness of this scheme and apply it to additive watermark
technique of [14] through analytical modeling and present a
security analysis.

We further examine carefully the security of the proposed
scheme. We note that although the security proof in [12] is
theoretically sound, it is not straightforward to apply it in
practice. Their results asserts that the success probability
of any efficient attacker should be negligible if the false-
positive is negligible. However, being negligible may not be
necessary nor sufficient in practice. For example, an attacker
that succeeds with a constant probability 2−100 is surely
not a threat, yet a constant function is not negligible. On
the other hand, an attacker that succeeds with probability
1 for all marked-objects that are not too large, but with
probability 0 for all marked-objects that exceeds a certain
size is not considered as a threat because the probability is
negligible, yet it can be a real threat for many applications.
Here we propose a modified notion of security that gives
exact measure of the security level, and we analyze it using
typical parameters.

The outline of the paper is as follows. We give a overall
review of the literature in Section 2. In Section 3, definitions
and assumptions of the watermarking model are given. We
introduce and analyze multiple watermark embedding and
selective detection scheme as a means to lower false-positive
probability in Section 4. The security analysis is given in
Section 5. We conclude in Section 6.

2. RELATED WORK
The basis of the first ambiguity attack given by Craver et
al. [1] lies in the notion of invertibility of embedding op-
eration which implies that given a marked-object it is easy
to find and remove a watermark in it. As a consequence
of the attack, the pirate causes an ownership dispute by
making it possible to link the marked-object to two distinct
originals unequivocally, at the complexity of finding a fake
watermark. To cope with inversion attacks, Craver et al. [1]
proposed imposing the non-invertibility requirement in wa-
termark generation. This initiated a series of work aiming
at devising non-invertible schemes that are built on conven-
tional (embedding/detection) techniques [4, 3, 5, 6]. These
approaches are based on the idea that the watermark cannot
simply be a random signal and propose constructions that
include one-way functions along the path of watermark gen-
eration. In particular, it is proposed that the watermarks
should be computed by applying a cryptographic hash func-
tion on the cover-object. In this way, it is hoped that an
attacker would have to invert the hash function, which is
difficult.

In [2], Ramkumar et al. introduced another ambiguity at-
tack on non-invertible schemes. They showed that if the
false-positive rate of the underlying watermarking scheme is
relatively high, the pirate does not need to invert the water-
mark generation process to obtain a fake original and a fake
watermark. Later, their result is generalized in [7] and ap-
plied to the construction of [5]. In this attack, the pirate ex-
ploits the diffusion property of cryptographic constructions

by generating many watermarks from marked-object (or an
attacked version) through introducing insignificant changes
(e.g., tweaking bits). When the number of resultant water-
marks is in the order of the false-positive rate, the pirate
is very likely to obtain a fake watermark. The pirate then
designates the object, that yielded the particular fake wa-
termark, as his fake original. Since in this attack the true
original and the fake one are still expected to be very close
a fake watermark that can be detected in any of the two is
very likely to be detected in the other as well. Therefore, to
render attacks of this nature more difficult, Ramkumar et
al. [8] proposed a semi-blind detection scheme in which the
presence of the watermark in the original is also checked.
Hence, to attack this improved detection scheme, the pirate
has to ensure that his watermark cannot be reliably detected
in the fake original.

To circumvent the limitations of embedding/detection schemes
in resolving ownership disputes, the involvement of a trusted
third party is proposed in watermark generation (e.g., [9,
10, 11]). In essence, these approaches try to achieve non-
invertibility through constructions that make use of a trusted
party. As compared to schemes described in [3, 8], this ap-
proach restricts brute forcing capability of the pirate since
computation of each watermark requires querying the trusted
party. On the other hand, when the pirate is able to make
unlimited queries to the trusted party, the problem reduces
to the one discussed above, and the complexity of an attack
depends on the false-positive rate of the embedding/detection
scheme. In [11], an alternative approach to ownership dis-
pute resolution which requires a time-stamping service and a
trusted dispute resolver is introduced. In this scheme, prior
to release of the marked-object, the owner computes com-
mitments (based on public-key encryption) to watermark
and cover-object, which are intended for the dispute re-
solver, and obtains a time-stamp for these commitments. In
this setup, an ownership dispute over a marked-object might
arise only if the pirate is able to provide trusted party with
a fake original, that is similar to the disputed object and
yields a watermark that is detectable in the disputed ob-
ject, and a time-stamp older than the owner’s time-stamp.

Li and Chang [12] give the first provably non-invertible wa-
termarking scheme without a trusted third party, where the
underlying watermarking scheme is spread-spectrum based.
Their security proof is a standard technique in cryptogra-
phy. In particular, they show a reduction from the problem
of breaking a secure pseudo-random generator, to that of
inverting the watermarking scheme. In contrast to previous
suggestions, they show that the watermarks do not have
to depend on the originals, and can be generated from any
relatively short random seed. In fact, it is crucial in their
proof that the seed is sufficiently short, such that the num-
ber of valid watermarks is limited. A zero-knowledge proof
protocol for their detection algorithm is given in [15].

3. MODEL
We restrict ourselves to the use of watermarking methods as
a means to resolve ownership disputes. Accordingly, in this
setting, the unpublished version of the newly created ob-
ject will be referred to as the cover-object or original, and it
will be denoted by C. Similarly, the watermark, which might
have been produced by the owner or obtained from a trusted



party, is denoted by W , and the published version of the
original, called the marked-object, by M . A watermarking
system has three major components: watermark generation,
embedding, and detection. The watermark generation algo-
rithm yields a data string W which will be used to associate
a specific object to its owner. Ideally, W is derived from
C and the identity of the owner in a deterministic manner.
The second component is concerned with watermark inser-
tion. This is realized by an embedding function (embedder)
E which embeds the watermark W in cover-object C yield-
ing the marked-object M where M and C are very similar
with respect to a perceptual distortion measure. The third
component of a watermarking system deals with watermark
extraction. Depending on the design, a detection function
(detector) D might either extract a watermark or check the
presence of a particular watermark W in a given marked-
object M (or in a possibly modified version M̂). Another
important consideration in the design of a detector is the
need for the cover-object in extraction of the watermark,
i.e., blind or non-blind watermark detection.

There are various embedding/detection methodologies pro-
posed in the literature. One of the most common approach
that governs the design of embedding/detection techniques
is based on the principles of linear spread-spectrum modula-
tion [14] and another common approach is based on binning
techniques and quantization procedures [16, 17]. However,
in practice, most ownership dispute resolution schemes are
based on the former design due to its robustness properties
and simplicity. In those schemes, the watermark embedding
rule is linear and most typically a correlation based detector
is deployed. In the case of additive embedding technique
[14], the embedding rule can be described as

M = E(C, W ) = C + αW (1)

where M, C ∈ <n, W ∈ {−1, 1}n, α ∈ < and the distortion
(per coefficient) due to embedding is α2. The detection of
an embedded watermark is performed in a blind manner by
verifying the presence or lack of the watermark. Hence, the
detection function outputs a boolean value as

D(M, W ) =


true, if τ <

Pn
1 M [i]×W [i]

false, otherwise.
(2)

where τ is a suitably selected threshold value. On the other
hand, it is essential that a watermark be derived from the
cover-object and still be statistically independent from it.
Moreover, given the watermark one should not be able to
infer anything about the corresponding cover-object. When
put together, satisfying these properties requires the involve-
ment of one-way constructions in watermark generation. For
simplicity, the watermarks are assumed to be generated by
a pseudo-random generator, where the seed is taken as a
one-way hash of the cover-object.

In the context of embedding and detection techniques, false-
positive probability refers to possibility of detecting an un-
embedded watermark in a given object. In other words, for
a given M , this the possibility of (2) yielding true value to
more than one watermark. Essentially, ambiguity attacks
are mainly due to high probability of detecting multiple wa-
termarks in an object. A pirate exploits this by first search-
ing the whole watermark space for those watermarks that
can be detected in a given marked-object M and then ob-

taining a so-called original to support its claims in an own-
ership dispute. For this, the pirate is assumed to know ex-
actly the details of the embedding/detection and watermark
generation functions. To differentiate those watermark and
originals associated with a pirate from the genuinely gener-
ated ones they will be referred to as fake watermarks and
fake originals and denoted by C∗ and W ∗, respectively.

4. PROPOSED METHOD
To improve the achievable false-positive probability of wa-
termarking techniques, we propose a scheme based on em-
bedding multiple watermarks and detecting a randomly se-
lected subset of them. The underlying idea of the scheme
is to make brute-force search of fake watermarks more diffi-
cult, thereby reducing the effective false-positive probability
of the overall scheme in comparison to conventional schemes,
which embed a single watermark. This is realized by the use
of multiple one-way functions in generating watermarks and
successively embedding them into the cover-object. Hence,
to mount an attack, the pirate needs to extract multiple
fake watermarks (as opposed to only one) that are related
through the predefined watermark generation rule. The crux
of the scheme lies in its selective detection principle which
refers to detecting only a randomly selected subset of the
embedded watermarks. As compared to detecting all wa-
termarks, the reduction in the number of watermarks to be
detected essentially improves the probability of overall de-
tection, thereby making detector’s decision more reliable.
However, due to the uncertainty as to which subset of wa-
termarks will be detected, the pirate still needs to search
for more number of fake watermarks to ensure a success-
ful attack. That is, it is possible to improve the detection
performance considerably without significantly reducing pi-
rate’s difficulty.

For this, we assume a generic hash function h : {0, 1}∗ →
{0, 1}m and a family of pseudo-random generators G = {g1,
g2, . . . , gs} to generate the set of valid watermarks WC =
{W1, W2, . . . , Ws} from cover-object C such that Wi = gi(h(C)),
where the index of the watermark determines the particular
pseudo-random generator that generated it. A sequence of
watermarks are valid if and only if there exists some cover-
object C from which they can be computed. Note that the
parameter m is important for the security of the scheme. In
particular, note that the total number of sequences of valid
watermarks is at most 2m.

To create the marked-object M the embedder takes as in-
put the cover-object C and s watermarks in WC . When
the ownership of an object has to be decided, the detector
obtains r ≤ s (distinct) index values ranging between 1 and
s from a trusted random index generator and forms an r-
element subset of WC , by taking the watermarks with the
corresponding indices. Then, it attempts to detect all the
watermarks in the newly created subset in the given object.
In this setup, a problem arises when a pirate is able to ex-
tract the randomly selected subset of watermarks that are
computed from the fake cover-object by the pseudo-random
generator associated with the designated index values.

Essentially, the associated probability of false-positives, pfp,
is a direct indicator of the difficulty of finding a fake water-
mark W ∗ detectable in M . In a similar manner, the proba-



bility of detecting any given set of watermarks {W ∗
1 , . . . , W ∗

s }
in M is ps

fp, as only one in every 1
pfp

randomly generated

watermarks is likely to be detected in M . Now, when this
scheme is deployed, finding a false-positive requires extract-
ing a set of fake watermarks WC∗ = {W ∗

1 , . . . , W ∗
s } from

M . This in turn requires the the presence of a fake orig-
inal C∗ satisfying gi(h(C∗)) = W ∗

i , 1 ≤ i ≤ s. The cor-
responding probability for this will be in the order of ps

fp,
assuming each watermark is embedded at the same strength.
Hence, a linear increase in the number of embedded water-
marks causes an exponential drop in the overall probability
of false-positives. However, since at the same time the de-
tector has to reliably detect the s watermarks, rather than
one, the detection performance also degrades exponentially.
With selective detection, however, only a subset of r wa-
termarks have to be reliably detected and, therefore, the
performance degradation is exponential in r < s. On the
other hand, the probability of finding a false-positive does
not simply increase from ps

fp to pr
fp, as the latter does not

take into account the uncertainty regarding which subset of
watermarks needs to be detected. This uncertainty can be
in two main forms.

1. In the first case, the r value is designated by the em-
bedder/detector and only the actual index values of
the r watermarks are randomly picked. In essence,
randomly selected index values determine the r hash
functions among

`
s
r

´
possible combinations, that will

be used for verifying the presence of corresponding
watermarks. Therefore, in the uncertainty of the r
indices, the probability of finding a false-positive is
1

(s
r)
× pr

fp since the pirate has to both guess the right

index values and search for r valid watermarks. De-
pending on the values of pfp and s the combinatorial
decay might be worse than an exponential one. That
is, the 1

(s
r)

term may reduce the overall false-positive

probability more than pr
fp term. Therefore, although

ownership will be decided based on reliable detection
of r randomly selected watermarks, it might be more
advantageous for the pirate to extract more than r
fake watermarks (because pirate’s goal is to maximize
the false-positive probability). For the general case,
we assume the pirate searches for l ≥ r fake water-
marks to minimize the uncertainty in the combination
watermarks, that will be detected, at the expense of
reducing pr

fp to pl
fp. Hence, given a specific choice of

parameters r and l, false-positive probability is defined
as

Pr[fpmul|r, l] =

8
<
:

(l
r)

(s
r)
× pl

fp , 1 ≤ r ≤ l ≤ s

0 , otherwise
(3)

It must be noted that in (3) the combinatorial term in-
dicates the probability of the r watermark index values
determined by the (trusted) random index generator
to be among the l randomly selected indices by the
pirate.

2. In the second case, however, a combination of indices
are selected randomly with uniform probability over all
possible combination of indices. That is, the random
index generator provides 1 ≤ r ≤ s index values (e.g.,

a combination of r watermark detectors) and both
the embedder/detector and the pirate are oblivious
to both r value and the corresponding indices. Since
there are

Ps
j=1

`
s
j

´
possible combinations of hash func-

tions that the random index generator chooses from
among and there are

`
s
r

´
combinations with only r el-

ements, probability of selecting a particular r value is
defined as

Pr[r] =

`
s
r

´

2s − 1
(4)

where
Pj

i=0

`
j
i

´
= 2j property is used. In the lack of

any knowledge on r and the index values, the pirate
extracts l fake watermarks by picking l indices with
uniform probability. In fact, any particular selection
of l indices yields

Pl
j=1

`
l
j

´
possible combinations and

a false-positive arises only if the randomly selected r
indices coincides with one of the possible combinations.
Therefore, the probability of generating a false-positive
for a given l is

Pr[fpmul|l] =
X

r

Pr[fpmul|r, l] Pr[r]

=
1

2s − 1

lX
r=1

 
l

r

!
pfp

=
2l − 1

2s − 1
× pl

fp. (5)

The overall false-positive rate then can be obtained by
averaging (5) over all possible l values as

Pr[fpmul] =

sX

l=1

Pr[fpmul|l] Pr[l]

=
1

s

sX

l=1

2l − 1

2s − 1
× pl

fp. (6)

where Pr[l] = 1
s
.

4.1 Analysis of False-Positive Probability
In the context of ownership disputes, the primary concern
is the detection of the presence of a particular watermark
in a given object. Therefore, the detection process can be
simply viewed as a procedure for statistically differentiating
objects embedded with a specific watermark from the rest of
the objects. Alternatively, this problem can be formulated
as a binary hypothesis test. For this, let the null hypothesis
H0 be “the object is not embedded with the specific water-
mark(s)”, and the alternative hypothesis H1 be “the object
has the specific watermark(s) embedded into it.” Given an
object O with unknown nature, the watermark detector tries
to verify the presence of the watermark(s) by computing a
test statistic ν, which is essential in making a decision to ac-
cept (or reject) one of the two hypotheses. The performance
of a watermark detector is evaluated by receiver operating
characteristics (ROC) analysis. This is based on two mea-
sures, namely probability of detection pd and probability of
false-positives pfp. One important aspect regarding the de-
ployment of additive watermarking technique is its linearity.
Multiple watermark embedding and selective detection im-
proves false-positive probability by making it difficult to find
a valid set of (fake) watermarks. Achieving this gain requires
that the pirate be permitted oracle access to the detector.



That is, the pirate may designate the input (an object and a
watermark) to detector and observe the decision but cannot
interfere with the operation of the detector. Otherwise, the
pirate may exploit the linearity of the embedding scheme by
enabling detection of the sum of watermarks W1 + · · ·+ Ws

rather than detecting each watermark individually, thereby
eliminating the improvements offered by the scheme and re-
ducing it to single watermark embedding.

Consider the case of single watermark embedding where the
marked-object is generated as

Mone = C + αW1. (7)

Hence, the two hypotheses can be formulated as

H1 : O = C + αW1 where
1

n
||O − C|| = α2

H0 : O = C, (8)

where O is an object whose type is in question. Correspond-
ingly, the detector computes the detection statistic

νone =

i=nX
i=1

Mone[i]×W1[i] (9)

and decides in favor of one of the hypotheses. Due to cen-
tral limit theorem, test statistic νone can be shown to be
a Normal distributed random variable under both hypothe-
ses. Hence, pfp and pd are computed by comparing νone to
a threshold τ as

pfp = Q

 
τ − E(νone|H0)p

V ar(νone|H0)

!
and pd = Q

 
τ − E(νone|H1)p

V ar(νone|H1)

!

(10)
where Q(x) is the Gaussian error function defined as Q(x) =R∞

x
1√
2π

exp (− t2

2
)dt and

E(νone|H0) = 0, V ar(νone|H0) = nσ2, (11)

E(νone|H1) = nα, V ar(νone|H1) = nσ2 (12)

where σ2 is the variance of the cover-object.

Considering a set of watermarks WC = {W1, . . . , Ws} ∈
{−1, 1}s×n to be embedded in C, the embedding rule takes
the form of

Mmul = C +
α√
s
(W1 + · · ·+ Ws) (13)

where the total embedding distortion is again α2. In selec-
tive detection, the detector extracts r watermarks (out of s
embedded watermarks) designated by a trusted source. The
detection statistic for each watermark is obtained as

νmul =

i=nX
i=1

Mmul[i]×Wj [i] 1 ≤ j ≤ r, (14)

and the binary hypothesis testing of

H1 : O = C +
α√
s
(W1 + · · ·+ Ws) where

1

n
||O − C|| = α2

H0 : O = C, (15)

is repeated for all watermarks. The probability of detection
for each watermark pmul

d and the false-positive probability

of pmul
fp of selective watermark detection can be computed

similar to (10) as

pmul
d = Q

 
τ ′ − E(νmul|H1)p

V ar(νmul|H1)

!r

and pmul
fp = ϕ× (p′fp)l

(16)
where

p′fp = Q

 
τ ′ − E(νmul|H0)p

V ar(νmul|H0)

!
and ϕ ∈

(
2l − 1

2s − 1
,

`
l
r

´
`

s
r

´
)

depending on how r is assigned and

E(νmul|H0) = 0, V ar(νmul|H0) = nσ2,

E(νmul|H1) =
nα√

s
, V ar(νmul|H1) = nσ2 + n

s− 1

s
α2.

(17)

To compare the false-positive probability of multiple water-
mark embedding and selective detection to single watermark
embedding, the probabilities of detecting a watermark in
both cases have to be equalized by properly adjusting the
threshold τ ′ so that pd = pmul

d as

τ ′ = Q−1(p
1
r
d )×

r
nσ2 + n

s− 1

s
α2 +

nα√
s
. (18)

Correspondingly, pfp and pmul
fp can be expressed as

pfp = Q

„
τ

σ
√

n

«
and pmul

fp = ϕ×Q

„
τ ′

σ
√

n

«l

(19)

where ϕ is as defined in (16).

Figure 4.1 provides the computed false-positive probabilities
for the multiple watermark embedding and selective detec-
tion scheme obtained for s = 25 and varying values of r and
l. Results show that when r = l pmul

fp reduces by a factor

of about 107 throughout the range of pfp as compared to
single watermark embedding, see Figure 4.1 a. For the con-
sidered range of values of r and l, the results in Figures 4.1
b-g show that for relatively higher values of pfp choosing
(r = 2, l = 25), respectively, yields the minimum achievable
false-positive probability. Similarly, for the case of lower pfp

values, minimum false-positive probability is observed to be
achieved at (r = 7, l = 15). It should be noted that due
to pirate’s ability to choose l (as compared to fixing r = l)
false-positive probability reduces only approximately by a
factor of 104.

4.2 Robustness Analysis
Another consideration is the robustness of the scheme. Since
in multiple watermark embedding and selective detection
scheme each watermark is embedded at a lower energy level

(e.g., α2

s
) and only a fraction (e.g., r

s
) of total watermark

energy is effectively utilized during detection, as compared
to single watermark embedding and detection, the question
to be answered is whether the promised performance im-
provements can be sustained in the presence of attacks. To
determine the change in performance, we consider additive
white Gaussian noise attacks.

In this setting, watermarks are detected from a distorted
version of M , M̂ and, therefore, the changes in pfp and pmul

fp



need to be computed as a function of watermark energy to
noise energy ratio (WNR) by generalizing the above analy-
sis. This can be realized by reformulating the hypotheses in
(8) and (15) as

H1 : O = C +
α√
s
(W1 + · · ·+ Ws) + N where (20)

1

n
||O − C|| = α2 + σ2

N and s ≥ 1

H0 : O = C, (21)

where N is the zero mean white Gaussian noise with variance
σ2

N and selecting s = 1 refers to single watermark embed-
ding and detection case. Hence, corresponding false-positive

probabilities for varying WNRs (i.e., α2

σ2
N

as embedding dis-

tortion is same for all s ≥ 1) can be obtained as given in
(10) and (16) via computing the statistics of the conditional
distributions which can be shown to be equal to those given
in (12) and (17) except for the variance under H1. Due to
independence of noise with the cover-object and the water-
mark(s), the two statistics are as

V ar(νone|H1) = n(σ2 + σ2
N ) and

V ar(νmul|H1) = n(σ2 + σ2
N ) + n

s− 1

s
α2. (22)

Then, by calculating the thresholds τ in (10) and τ ′ in (18)
necessary to achieve the designated detection probability,
pfp and pmul

fp are computed. It should be noted that one can
alternatively formulate H0 in (21) as O = C+N rather than
O = C. Although, at high WNR regime the two would yield
similar performance, at lower WNR regime the latter poses
a greater challenge to detection as the overlap between the
distributions of detection statistics increases substantially
with increasing s, resulting in a poor performance for the
proposed scheme.

Figure 2 displays false-positive probabilities computed over
a range of WNRs, from −40dB to 20dB (e.g., 0.1α ≤ σN ≤
100α), for s ∈ {1, 6, 13, 25} when detection probability (pd =
pmul

d ) is set to 0.8. Results show that when r = s (i.e., all
watermarks are detected) single watermark embedding and
detection scheme (s = 1) performs best for the whole range
of WNR regime, and false-positive probability increases with
increasing s. Essentially, the rate of increase in pmul

fp with s,
as compared to pfp, determines the minimum rate of com-
binatorial decrease, e.g., ϕ in (16), needed for selective de-
tection scheme to offer an improvement. The results also
indicate that for the considered values of r and l the reduc-
tion in false-positive probability is still considerable. Hence,
despite the increasing noise levels false-positive probability
reduces and robustness of the additive scheme is not com-
promised by selective detection of embedded watermarks.

4.3 Further Improvements
One way to further reduce the false-positive probability is
to incorporate the approach of Ramkumar et al. [8] with
the proposed scheme. This can be realized by verifying that
the randomly selected subset of watermarks (e.g., r out of
s watermarks) detected in a marked-object cannot be de-
tected in the corresponding cover-object. Since, the pirate’s
cover-object and the marked-object are not related through
actual embedding, it is very likely that watermarks detected
in one can also be detected in the other as well. In other

words, in this setting, the probability of successful detection,
p̂mul

d , and probability of generating a false-positive, p̂mul
fp ,

depends on the joint probability of the two events. When
M = E(C,WC), p̂mul

d can be expressed in terms of pmul
d and

pmul
fp , defined in (16) as

p̂mul
d = Pr (D(M,WC) = true , D(C,WC) = false)

= Pr (D(M,WC) = true)×
Pr(D(C,WC) = false | D(M,WC) = true)

= pmul
d × (1− pmul

fp ). (23)

It should be noted that the conditional probability in (23) is
essentially the probability of not detecting the watermarks
in WC in a random object which, by definition, is 1− pmul

fp .
Similarly for a given set of fake watermarks W∗

C and a fake
original C∗, p̂mul

fp can be obtained as

p̂mul
fp = Pr (D(M,W∗

C) = true)×
Pr(D(C∗,W∗

C) = false | D(M,W∗
C) = true)

= pmul
fp × ε. (24)

In (24), the first term refers to possibility of generating a
false-positive given M whereas the second one signifies the
impossibility of two similar objects yielding opposite deci-
sions. When the pirate obtains its original by introducing
insignificant changes to M (e.g., by tweaking bits of M) ε
will approach zero, thereby making false-positive probabil-
ity arbitrarily small, i.e., p̂mul

fp → 0, without reducing the

probability of detection, i.e., p̂mul
d ≈ pmul

d .

5. SECURITY ANALYSIS
5.1 Security Models
According to Li and Chang [12], a spread-spectrum based
watermarking scheme can be non-invertible if n is suffi-
ciently large and the valid watermarks are generated from
a secure pseudo-random generator G and an m-bit seed S,
where m is a security parameter. They show that if an
attacker can invert the watermarking scheme with a prob-
ability that is not negligible, he/she can break the pseudo-
random generator G with a probability that is not negligible,
which contradicts with the assumption that G is secure.

As noted in [18], although the security proof in [12] is the-
oretically sound, the asymptotic arguments may not be im-
mediately useful for the design of practical non-invertible
watermarking schemes. For example, it is not straightfor-
ward to answer questions such as the following: What is the
minimum effort required by any smart attacker given a set
of system parameters? How to choose system parameters if
a certain level of security is required?

Here we use a security notion that focuses on the exact secu-
rity of the resulting scheme, so that questions like the above
can be answered. In particular, for any given security level
measured by the minimum effort required by any attacker,
we want to find out conditions on system parameters such
that the security level can be achieved.

Our security notion is similar to that used in [18]. However,
our analysis is more involved due to the selective detection
procedure. In particular, as we will see in Section 5.2, the
attack can be divided into two phases, namely, an online



phase and an offline phase. Our analysis focus on the success
probability in the offline phase, and the actual definition of
security will be given in Section 5.3.

5.2 Online and Offline Attacks
For each successful attack, we consider the pair (C∗,WC∗)
generated by B. Let WC∗ = (W ∗

1 , W ∗
2 , . . . , W ∗

s ). For the
attack to be successful, it must hold that (1) there are l
indices L ⊆ {1, . . . , s} such that for each i ∈ L, W ∗

i is de-
tectable in M , and (2) the set of r indices selected by the
detector is a subset of L.

We observe that the attacker can find a pair (C∗,WC∗) with
l detectable watermarks in WC∗ “offline” in the sense that it
can be done by knowing the parameters of the watermarking
algorithm, and does not need to invoke the real watermark
detector. On the other hand, the second condition can only
satisfied while invoking the real watermark detector. Hence
we consider the following hypothetical attacker, where the
attacker is divided into two phases: an offline phase and an
online phase.

1. (Offline). Select an l, such that with high probability
r < l for random r.

2. (Offline). Find a pair (C∗,WC∗) such that l of the
watermarks in WC∗ are detectable in C∗.

3. (Online). Send the pair (C∗,WC∗) to the detector.

4. (Online). Repeat the previous step if it is unsuccessful.

Let ps be the probability that step 3 succeeds. We note that
for any practical attacker, it is desirable to make sure ps is
large (e.g., 0.5). There are a few reasons for this. First, it
may be very expensive to perform this step. For example,
an attacker may have to send the object M to a remote
server and wait for a long time before the result is returned.
Secondly, the number of calls allowed to the detector may
be limited. For instance, the attacker may have to go to a
trusted third party (say, a judge) to perform such detections,
and only a few trials are allowed. Lastly, if ps is small, we
can easily modify the ownership proof protocol such that the
attacker succeeds with negligible probability. One simple
way to achieve that is to require both parties (the attacker
and the true owner) to perform such detections many times,
and the party who succeeds more wins the ownership.

It is not difficult to see that ps only depends on the values
of l, s and r. More specifically, ps =

`
l
r

´
/
`

s
r

´
. To achieve

a large ps, the attacker has to choose a large l, which can
be made very close to s even when r is small. For example,
when s = 50 and r = 10, l has to be at least 47 to achieve
ps ≥ 0.5, and when r = 5, l has to be at least 44. Also,
note that ps is fixed when l, s, and r are fixed. Hence, we
will focus on the success probability p of an attacker in the
offline attack.

5.3 Exact Security in Offline Attacks
We first define an ambiguity attacker with respect to the
success probability ps in the online attacks.

Definition 1. (Ambiguity Attacker) A ps-ambiguity at-
tacker B is a probabilistic polynomial-time algorithm such
that, given a marked object M = E(C,WC) for some cover-
object C and valid watermarks WC , B finds a pair (C∗,WC∗)
with probability p so that B succeed with probability at least
ps in the online attacks.

Now we define the security level of a non-invertible water-
marking scheme.

Definition 2. (Non-Invertibility) A watermarking scheme
is (ps, `)-non-invertible if for any ps-ambiguity attacker B,
its success probability p ≤ 2−`.

Our analysis is adapted from that in [12, 18]. The main
idea is to show that if there is a ps-ambiguity attacker with
large success probability p (say, p > 2−` for some `) and
reasonably large ps (say, ps ≥ 0.5), we can construct another
algorithm T (that makes use of B) to distinguish G and a
truly random source with a probability that is close to p
(say, p/2). If G is constructed in such a way that for all
efficient algorithms, this probability p cannot be more than
2−(`+1), we would come to a contradiction, hence such an
ambiguity attacker cannot exist.

The algorithm T , given input string W, does the following.

1. Choose a random cover-object C.

2. Embed W into C, obtaining marked object M .

3. If D(M,W) = 0, repeat from step 1.

4. Pass M to B and obtain its output.

5. If B finds a pair (C∗,WC∗) such that l of the water-
marks in WC∗ are detectable in C, output 1. Other-
wise output 0.

The parameter l in the last step is determined by ps, r and
s as in Section 5.2. Clearly T runs in polynomial time when
the detection probability is high. Now consider the following
two cases. In the first case, W is a set of valid watermarks.
In this case, B correctly outputs a pair (C∗,WC∗) with a
probability p > 2−` by the hypothesis. The expected output
of T (W) will be p.

In the second case, W is uniformly random. In this case, let
V be the probability that some valid watermark happens to
be detectable in M . When this happens, let p′ be the prob-
ability that attacker B finds a pair (C∗,WC∗). We observe
that the difference between p′ and p must be very small,
since otherwise the pseudo-random generator G cannot be
secure. It is safe to assume that p/2 < p′ < 2p, considering
that p is a constant 2−` for some constant parameter `. In
this case the expected output of T will be V p′. Therefore,
the difference in T (W) between these two cases is p− V p′.

In the security proof in [12], the parameters of the water-
marking scheme is chosen such that V is negligible, so that
the above difference is not negligible. However, as shown



in [18], we only need to create a constant gap between p
and V p′, and it is sufficient to require that V to be a small
constant (say, V ≤ 1/4) for T to differentiate the two cases
with probability at least p/2.

Now, recall that the false-positive for one watermark is pfp,
the number of detectable watermarks that the attacker needs
to find is l, and that the total number of watermark sets is
no more than 2m we have

V < 2mpfp
l. (25)

Therefore, it suffices to require that 2mpfp
l ≤ 1/4 for the

scheme to have ` bit security. In practice, the underlying
pseudo-random number generator can be made so secure
such that no efficient algorithm can break it much better
than random guessing. Hence, we can safely assume that
the success probability to break G is at least 2m−1. In this
case, we have ` > m−2. In other words, a scheme satisfying
(25) would be (ps, m − 2)-non-invertible, where ps can be
determined as in Section 5.2.

To illustrate how these results apply to the actual scheme,
we give a numerical example here. Let s = 50, r = 5,
and l = 44 (which gives ps > 0.5). Let the parameters
of the underlying watermarking scheme be that σ = 100,
α = 7, n = 5000, pd = 0.1, and we choose m = 63. Hence
V < 2mpfp

l < 2−2.3, which satisfies the condition that V <
1/4. In this case, the scheme can achieve at least 61 bits
of security. That is, no efficient algorithm can invert the
scheme with a probability higher than 2−61.

6. CONCLUSIONS
Although robustness to malicious manipulation is the core
requirement for any watermarking technique, in the context
of ownership proof, the problem arises due to a less intrusive
type of attacks. The success of these attacks ultimately re-
lies on the false-positive probability of the underlying water-
mark embedding/detection scheme. To make attacks due to
high false-positive rates more difficult, we proposed and an-
alyzed embedding multiple watermarks, rather than a single
one, and selectively detecting them while constraining the
embedding distortion. The security is achieved primarily
due to the use of multiple one-way transformations in wa-
termark generation and the uncertainty on the pirate’s side
as to which watermarks (among the embedded ones) will
be detected. The proposed scheme provides an advantage
over single watermark embedding only when the reduction
in probability of successful detection can be compensated
by the reduction in the false-positive probability due to the
uncertainty inflicted by the selective detection. Moreover,
a security analysis of the proposed system is performed to
guide flexible implementations of similar schemes in prac-
tice.
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Figure 1: ROC curves corresponding to multiple watermark embed-
ding and selective detection scheme for varying values of l when r is
fixed at different values assuming s = 25, σ = 100, α = 6, n = 3000 and
(a) r = l (b) r = 2, (c) r = 4, (d) r = 7, (e) r = 10, (f) r = 15, (g) r = 20.
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Figure 2: Change in false-positive probability as a function of WNR computed assuming pd = pmul

d = 0.8,
σ = 200, α = 6, n = 1000 and (a) r = s (b) r = l =
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˜
(c) r = 1, l = s.


