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ABSTRACT
In this paper, a steganalysis technique using compression
bit rate as a distinguishing statistic is presented to detect
secret messages embedded in document images that are de-
graded in quality by printing, photocopying, and/or scan-
ning processes. We consider embedding techniques that flip
pixels in binary document images that contain characters
and symbols. Noise introduced by printing, photocopying,
and/or scanning can be modelled by a local optical distor-
tion process. Steganographic embedding is modelled as an
additive noise process and we use compression bit rate as
a distinguishing statistic to discriminate between stego im-
ages and unmarked images. Experimental results showed
that the proposed technique can detect stego images wtih
reasonably good accuracy, given the inherent difficulty of
the problem.

1. INTRODUCTION

Steganography is the science of inconspicuously hiding data
within data. Although steganography is an old subject, its
modern version was first formulated by Simmons as the
prisoners’ problem [1] where Alice and Bob, two prison
inmates covertly communicate by embedding a secret mes-
sage M into a cover object C to obtain the stego object S.
The stego object S is then sent through the public chan-
nel. Wendy, the warden, who examines the stego object is
unaware of the embedded message M within S and hence
permits the communication to take place. A good survey of
steganographic techniques can be found in [2].

Steganalysis, in this context, is the art of detecting and
sometimes even decoding hidden data within a given medium
[3]. The basic idea behind most steganalysis techniques is
by computing image features that are typically not “normal”
in the input image, and then classifies the image as stego or
unmarked based on the computed features.

Over recent years, many steganalysis techniques for gray-
scale and color images have been proposed. Although many
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techniques for embedding data in binary document images
are now known [4], there have only been a few steganalysis
techniques proposed for binary document images [5, 6, 7].
In [5], an auto-regressive model was used to detect hidden
data embedded along the boundaries of characters and sym-
bols in binary document images. In [6], compression bit rate
was used as a distinguishing measure to detect hidden mes-
sages in binary document images. In [7], the average pattern
for a group of similar patterns in a document is computed
and used to detect hidden data.

The techniques proposed in [5, 6, 7] work well only
for electronic document images containing fonts and sym-
bols of good image quality. When a document image goes
through printing, photocopying, and/or scanning, the qual-
ity of the document is degraded and noise is introduced
throughout the image, including at locations along the bound-
aries of characters and symbols. Data embedded by a stegano-
graphic technique would mix with noise caused by printing,
photocopying and/or scanning, and become harder to detect.

In this paper we propose a steganalysis technique for
document images that have been degraded by printing, pho-
tocopying, and/or scanning processes. Noise introduced by
printing, photocopying, and/or scanning is modelled by a
local optical distortion process. Steganographic embedding
is modelled as an additive noise process and we use com-
pression bit rate as a distinguishing statistic to discriminate
between stego images and unmarked images.

Stegonographic techniques for document images include
those based on text line, word, or character shifting, bound-
ary modifications, partitioning of images into blocks and se-
lectively flipping image pixels, modifications of run-length
patterns, or modifications of half-tone images. Reference
[4] provides a good survey of these techniques. In this
paper, we are mainly concerned with steganographic tech-
niques that embed data by flipping pixels. By flipping we
mean changing a white pixel to black and vice versa. Fur-
thermore, due to perceptibility constraints, most techniques
flip pixels only along character or symbol boundaries. Ref-
erences [8, 9, 10] are representative techniques that flip pix-
els along character or symbol boundaries in the embedding
process.



The rest of this paper is organized as follows. In the next
section we present a degradation model for printing, photo-
copying, and/or scanning. In Section 3, we make justifica-
tion for choosing compression bit rate as a distinguishing
statistic. In Section 4, we present our proposed steganalysis
method. In Section 5 we present experimental results, and
we give our conclusion and future work in Section 6.

2. DOCUMENT DEGRADATION MODEL

Document degradation due to printing, photocopying and/or
scanning was modelled in [11, 12] as an optical distortion
process. The model accounts for the pixel inversion (from
foreground to background and vice versa) that occurs inde-
pendently at each pixel due to light intensity fluctuations,
sensitivity of the sensors, the thresholding level, and the
blurring that occurs due to the point-spread function of the
scanner optical system.

They modelled the probability of a pixel changing from
its ideal value as a function of the distance of that pixel from
the boundary of a character. Let d be the distance of a fore-
ground or background pixel from the boundary and let β and
γ be the scale parameters. Let P (1|d, β, f) and P (0|d, β, f)
be the probability of a foreground pixel at a distance d from
the boundary to remain as 1 and to change to 0, respectively.
Similarly, let P (1|d, γ, b) and P (0|d, γ, b) be the probabil-
ity of a background pixel at a distance d from the boundary
changing to a 1 and remaining as 0, respectively. The func-
tions P (1|d, β, f) and P (1|d, γ, b) could be different. A
random perturbation process then proceeds to change pixel
values on a document in an independent manner. The fore-
ground and background conditional probabilities can be de-
scribed by the equations below:

P (0|d, β, f) = β0e
−βd2

+ ηf (1)

P (1|d, γ, b) = γ0e
−γd2

+ ηb (2)

where β0 and γ0 are the initial values for the exponentials;
β and γ control the decay speed of the exponentials; ηf and
ηb are the uniform probabilities of a foreground or back-
ground pixel flipping, respectively. After pixel inversion, a
morphological closing operation with a disk structuring el-
ement of diameter k is used to account for the correlation
introduced by the optical point spread function preceding
the thresholding operation which produces the noisy image.
Figure 1 shows an example character image before and after
degradation using the optical distortion model.

3. COMPRESSION BIT RATE AS A
DISTINGUISHING STATISTIC

We adopt the general quantitative steganalysis methodology
for digital images proposed by Fridrich et. al. [13]. Based
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Fig. 1. The effect of degradation. (a) Original image; (b)
After degradation.

on this approach, our goal is to identify a good distinguish-
ing statistic of an image that predictably changes with the
length of the embedded secret message, even in the presence
of noise caused by printing, photocopying, and/or scanning.

As we pointed out in [14], any data embedding tech-
nique can essentially be viewed as an additive process. That
is, we can write S = C + M , where C, S, and M are
the original cover signal, the stego signal, and the embed-
ded message respectively. If we assume the message bits
M are i.i.d. and independent of C, it is clear that for any
embedding process modelled as an additive noise process,
the stego signal has a higher entropy than that of the cover
signal [15], that is H(C) ≤ H(S). Actually, we can say
more. In all information hiding systems where the embed-
ded message is independent of the cover signal, the entropy
of the stego signal is a monotonically increasing function of
the embedded signal strength, that is

H(Sα1) ≤ H(Sα2) (3)

where H(Sα1) and H(Sα2) are the entropy of stego signals
when the embedded message strengths, or embedding rates,
are α1 and α2 respectively, and α1 ≤ α2.

Now, the entropy of a signal is difficult to determine
as often we do not have an adequate model for the signal.
However, we do know that entropy and compression are
closely related. A perfect compression technique encodes
at a rate equal to the entropy. Hence it is reasonable to use
compression bit rate as an estimate for signal entropy and
consequently as a distinguishing statistic for the purpose of
steganalysis. In our proposed method, we specifically use
the JBIG-2 compression algorithm to compress document
images.

4. PROPOSED STEGANALYSIS METHOD

In the proposed steganalysis method, we argue that noise in-
troduced by printing, photocopying and/or scanning processes
cause a certain amount of increase in the compression bit
rate of the original electronic document image. Embed-
ding a noisy image with hidden data will further increase
the compression bit rate. We assume randomness in the em-
bedding process; i.e., the message bits are randomly spread
throughout the entire cover signal. For pixel-flipping data



Fig. 2. Compression bit rates of four interesting points com-
puted from a stego image

embedding methods, when a stego image already has a mes-
sage embedded in it, the flipping rate does not change when
we embed into the already embedded portion.

Based on the above, our algorithm computes the com-
pression bit rate at four interesting points as shown in Fig-
ure 2, where α is the embedding rate. The meanings of the
four points are described below:

• Rα is the compression bit rate of the stego image with
an unknown embedding rate of α (possibly zero) that
we are trying to determine.

• R0 is the compression bit rate of the original elec-
tronic version of the cover image, before degradation
from printing, photocopying, and/or scanning. As we
do not have the cover image and its original elec-
tronic version, R0 can only be estimated. We do so
by applying a morphological opening operation to the
given stego image, producing a reset image. It was
shown in [6] that the compression bit rate of the reset
image is approximately the same as the compression
bit rate of the cover image, which does not contain
noise caused by printing, photocopying, and/or scan-
ning. In the case of degraded document images that
we are considering here, the compression bit rate of
the reset image approximates that of the original elec-
tronic version of the cover image.

• Rf is the compression bit rate of the stego image
when it is randomly embedded at full capacity, or
when α = 1.0.

• Rs is the compression bit rate of the cover image, a
degraded version of the original electronic document
image after printing, photocopying, and/or scanning.
Since we do not have the cover image, we will have to
estimate its compression bit rate. We use the simula-
tion software from the authors of [11] to simulate the
printing, photocopying, and/or scanning processes and
generate degraded document images from the reset
image. Using different parameter values in Equa-
tions 1 and 2, document images with different degree

of degradations can be generated. We call the im-
ages thus generated as synthesized images. For each
synthesized image, we embed data at full capacity
(α = 1.0) and compress using the JBIG-2 algorithm.
We search for the parameter values such that the com-
pression bit rate of the synthesized image embedded
at full capacity equals Rf , or the compression bit rate
of the stego image at full capacity. The search is done
by iterate through the parameter values β0, β, ηf , γ0,
γ, and ηb with a step size of 0.02. We argue that when
the compression bit rate of the synthesized image em-
bedded at full capacity equals Rf , the synthesized im-
age is a good approximation of the cover image and
Rs can be approximated by compressing the synthe-
sized image.

Observe that in Figure 2, ∆R1 represents increase in com-
pression bit rate due to noise from the printing, photocopy-
ing, and/or scanning processes, and ∆R2 represents increase
in compression bit rate due to embedding at full capacity.
Denoting the estimate for Rs as R̂s, we use the following
measure for deciding whether a candidate image is marked
or unmarked:

λ =
Rα − R̂s

Rf − R̂s

(4)

where 0 ≤ λ ≤ 1. If λ ≥ τ , we classify the candidate image
as marked, otherwise as unmarked. τ is a predefined thresh-
old obtained empirically. Increasing τ would decrease the
false positive rate, but at the same time increase the false
negative rate. Denoting the estimate for R0 as R̂0, we can
compute ∆R1 as R̂s− R̂0. The value ∆R1 gives us a quan-
titative measure on the amount of printing, photocopying,
and/or scanning noise that are present in the candidate im-
age.

5. EXPERIMENTAL RESULTS

An experiment was conducted to validate the effectiveness
of the proposed steganalysis method. We used a set of 50
images from the UW-III English Document Database CD-
ROM [16] as test images in our experiment. The images
are marked with different embedding rates using a data hid-
ing program from the authors of [9]. The estimated com-
pression bit rate R̂s of the cover image has error (defined as
(Rs − R̂s)/Rs) within the range of−2.2% to +3.4%. Final
steganalysis result is shown in Table 1. From the table, we
see that 83.3% of the stego images are correctly classified
and 75% of the unmarked images are correctly classified.
We view the performance as reasonably good considering
that the problem is inherently difficult.



Table 1. Steganalysis Results
Postive Negative

Stego images (30) 25 (83.3%) 5 (16.7%)
Unmarked images (20) 15(75%) 5(25%)

6. CONCLUSION AND FUTURE WORK

We have presented a steganalysis technique for document
images degraded by printing, photocopying, and/or scan-
ning processes. Detection of these stego images would be
difficult with other known steganalysis techniques. Our ex-
perimental results showed that our method can detect stego
images with reasonably good accuracy given that the prob-
lem is inherently difficult. We view the proposed technique
as a first step in the development of good steganalysis tech-
niques for document images degraded by printing, photo-
copying, and/or scanning. In future work, we will attempt
to improve the accuracy of the proposed technique and find
a reliable method to estimate the length of the hidden mes-
sage.
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