
IEEE SIGNAL PROCESSING LETTERS, VOL. 14, NO. 3, MARCH 2007 205

Steganalytic Features for JPEG Compression-Based
Perturbed Quantization
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Abstract—Perturbed quantization (PQ) data hiding is almost un-
detectable with the current steganalysis methods. We briefly de-
scribe PQ and propose singular value decomposition (SVD)-based
features for the steganalysis of JPEG-based PQ data hiding in im-
ages. We show that JPEG-based PQ data hiding distorts linear de-
pendencies of rows/columns of pixel values, and proposed features
can be exploited within a simple classifier for the steganalysis of
PQ. The proposed steganalyzer detects PQ embedding on relatively
smooth stego images with 70% detection accuracy on average for
different embedding rates.

Index Terms—Singular value decomposition (SVD), steganal-
ysis, steganography.

I. INTRODUCTION

STEGANOGRAPHY hides information in a manner that
the existence of the message is unknown. The goal of

steganography is to communicate as many bits as possible
without creating any detectable artifacts in the cover-object. If
any suspicion about the secret communication is raised, then
the goal is defeated. Steganalysis is the art of detecting the
presence of covert communication between sender and receiver.
A steganographic scheme is considered secure if no existing
steganalysis method distinguishes cover and stego-images with a
success better than random guessing. The embedding process on
an object, while being perceptually transparent, leaves statistical
artifacts that can be used to distinguish stego and cover-objects.
The argument that data hiding methods leave telltale effects
is common to all steganalysis methods [1]–[4]. Recently pro-
posed perturbed quantization (PQ) steganography [5] is a quite
successful data hiding approach for which current steganalysis
methods fail to work [6]. In other words, PQ does not leave
any traces in the form that the current steganalysis methods can
catch. However, linear dependency between image rows and/or
columns in the spatial domain is affected by PQ embedding due
to random modifications on discrete cosine transform (DCT) co-
efficients’ parities during data hiding. In this letter, the change in
linear dependency is analyzed by singular value decomposition
(SVD), and several features are derived from SVD. By a statis-
tical hypothesis test, we justify the effectiveness of the features
and then use these features to build a classifier to differentiate
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I. Avcıbaş is with the Electrical-Electronics Engineering Department,
Baskent University, 06530 Ankara, Turkey (e-mail: avcibas@baskent.edu.tr).

Digital Object Identifier 10.1109/LSP.2006.884010

cover and stego-images embedded with the JPEG-based PQ
steganography method. The rest of this letter is organized
as follows: In Section II, we briefly describe PQ, SVD, and
the features derived from SVD. We show the effectiveness
of the features in discriminating cover and stego-images via
analysis of variance (ANOVA) and scatter diagrams. Data set
and experimental results are given in Section III. Conclusions
are drawn in Section IV.

II. PQ AND SVD-BASED FEATURES

In PQ steganography, the cover-object is applied an infor-
mation-reducing operation that involves quantization such as
lossy compression, resizing, or A/D conversion before data em-
bedding. The quantization is perturbed according to a random
key for data embedding, therefore called “perturbed quantiza-
tion.” PQ steganography, which uses JPEG compression for in-
formation reducing operation, is different from their DCT-based
counterparts. Since message bits are encoded by changing DCT
parities after quantization, the cover image can be thought of
just as a recompressed input image. To achieve high embedding
rates, recompression is realized by doubling the input quanti-
zation table with the assumption that recompression of cover
JPEG images does not draw any suspicion because of its wide
usage in digital photography [5]. Since the original cover image
is recompressed via embedding operation, its compressed ver-
sion should be considered as “cover” instead of original image.
While we answer “if any message bits are hidden” for any other
steganographic method, we answer “if quantization steps are
perturbed” for PQ to make steganalysis possible. As a result
of permuting of slight perturbations and altering the quantiza-
tion steps of nonzero DCT coefficients, statistical properties of
an image change in different regions in such a way that these
changes balance each other as a whole. The permutation of DCT
coefficients makes it impossible to predict which sections of an
image are affected by data embedding. Unlike statistical proper-
ties, the inherent linear dependency cannot be preserved because
any little change made on rows in any region yields a linear de-
pendency modification, regardless of being negative or positive.
Since PQ steganography changes DCT coefficients randomly,
the linear dependencies between columns and rows of a cover
image, especially in smooth regions, decrease according to em-
bedding noise in the DCT domain. The decrease of linear depen-
dencies between rows and columns can be detected by checking
singular values resulting from SVD over a given image.

A. Singular Value Decomposition and Derived Features

SVD is an extremely powerful tool in linear algebra. SVD
decomposes a matrix into the product of two or-
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thonormal matrices , , and a diagonal
matrix as in

(1)

The diagonal elements of matrix are nonnegative and sorted
in decreasing order , where ,
are the dimensions of . Singular value vector is obtained
by the diagonal entries of matrix , and singular value vector
has the entire energy of the matrix

(2)

(3)

Proposition: For a given square matrix , if the number of
linearly dependent rows is , the number of linearly dependent
columns is , and the number of zeros in the singular value
vector of is , then

(4)

Proof: Due to the definition of singular value decomposi-
tion, and are the orthonormal matrices and of full rank.
Thus, the rank of matrix equals to the number of nonzero ele-
ments of matrix . The rank of a matrix is the minimum number
of linearly independent rows or columns plus one. Therefore,
the number of zero elements of diagonal of matrix equals to
the maximum number of linearly dependent rows or columns
minus one.

While linear dependency of rows and columns increases, the
singular values with high indexes tend to decrease, and singular
values with low indexes tend to increase, i.e., energy flows from
high indexed singular values toward low indexed ones, and vice
versa. Therefore, if all rows or all columns of a matrix are lin-
early dependent, whole energy of the matrix will be concen-
trated in the first index of the singular value vector .

The number of linearly dependant rows is determined by
checking zero values at a certain index in for 50% overlap-
ping windows over a given image. For each window,
vector is computed and the th indexed singular value is checked
whether or not it is zero. If the th singular value is zero, then
the linear dependency counter that indicates the overall linear
dependency in an image is incremented. Finally, the linear
dependency counter is normalized by the number of sub-blocks
in the image. Linear dependency counter values of 300 stego
and 300 recompressed cover images are given in Fig. 1. These
images are randomly selected from the image database in
[6]. The linear dependency counter is computed by checking
zeros at the eighth singular values in vectors for 16 16
windows. As it is seen in Fig. 1, the number of zero singular
values in stego-images is significantly less than the number
of zero singular values in recompressed cover-images. This
observation, which is also the pillar of the proposed scheme,
suggests that PQ embedding decreases the linear dependency
of the pixel rows, and suitable features measuring the extent

Fig. 1. Number of zero singular values in normalized singular value vectors
(Sv) for stego (0.2 bpc embedding rate) and recompressed cover images.

of linear dependency can be discriminative enough to design
a steganalyzer. In the following, we define some SVD-based
features to measure various aspects of linear dependency.

B. SVD-Based Features

In order to obtain SVD-based features, images are first nor-
malized to zero mean, and then SVD is applied to

blocks to obtain vectors for each block. Singular
values are normalized with the sum of singular values in
vector to reduce the effects of different energy values in dif-
ferent images. SVD-based features are defined as follows.

Features of Type 1: These features are the means of the
number of zeros at index in vectors of blocks of size

. Let be the integer number of 50% overlapped
-sized blocks in -sized image. Type 1 feature

is defined as

and

where

Features of Type 2: These features are the means of the
singular values at index in vectors of blocks of size

and

Features of Type 3: Variance of type 1 features over
and parameters are defined as type 3 features. There are
two subsets of type 3 features. For fixed ’s, the first subset
consists of the variances of the type 1 features over . The
second subset consists of the variances of type 1 features
computed over for fixed ’s.
Features of Type 4: These features are defined the same
way as type 3, but variances are computed on type 2 fea-
tures rather than type 1 features.
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TABLE I
ANOVA STATISTICS OF FEATURES USED IN STEGANALYSIS SCHEMES

Fig. 2. The 3-D plot of type 1 and type 5 features (f (8), f (8), f (9))
of recompressed-cover and stego images.

Features of Type 5: These features are variants of type 1
features. Instead of counting exact zero values, singular
values lying in particular intervals (e.g., ) are
counted.

C. Statistical Analysis of the Proposed Features

ANOVA is a general statistical hypothesis testing technique
used when one wants to determine whether or not a number of
data groups are statistically different. The -value is the proba-
bility of finding in reality that there is no difference between the
means. We used one-way ANOVA to test the proposed features
for their effectiveness. We formed two groups, each consisting
of feature vectors computed from the randomly chosen 500
cover-images and 500 stego-images (embedded with different
rates). Table I gives the smallest seven p-values of the ANOVA
test for the null hypothesis that the means of the groups are
equal for a given feature used in the proposed SVD steganalysis
(SVBS) method and other state-of-the-art steganalysis methods,
feature-based steganalysis (FBS) [1], wavelet-based steganal-
ysis (WBS) [2], and binary similarity measures (BSM)-based
steganalysis [3] methods. Relatively much smaller p-values of
the proposed features indicate that the feature means for two
populations are significantly different and, as will be seen in
the sequel, explain why it differentiates stego and cover-image
sets more accurately than other steganalysis methods. In Fig. 2,
we give the scatter plot of one type 5 and two type 1 features of
cover and stego-images (each consisting of 4631 samples).

TABLE II
NUMBER OF IMAGES WITH DIFFERENT EMBEDDING RATES

D. Steganalyzer Design

Having collected the SVD-based feature vectors from both
cover and stego-images, we built a linear regression classi-
fier to differentiate them. Feature vectors were regressed to

1 and 1, respectively, if the feature vector belonged to the
cover and stego-image. We expressed each decision label

, as a linear combination of features,
, where

is the vector of features computed from the th image, and
are the regression coefficients. Once the

regression coefficients were predicted in the training phase, they
were used to test the images. For an incoming image, a feature
vector is constructed first, is
evaluated next, and finally, if the evaluated value is above the
threshold 0, then the decision is that the incoming image con-
tains a message; otherwise, the decision is that it does not. The
training process also employed the feature selection algorithm
described in [7], both to minimize the classification error and
to limit the number of features used. A 78-D feature vector,
consisting of 17 type 1, 43 type 2, 4 type 3, 3 type 4, and 11 type
5 features were selected by the feature selection algorithm [7]
in the training process for the maximum performance. Though
features of type 1 and type 5 seem adequate to build a classifier,
features of type 2 and their variants are imperative when the
classifier lacks of finding zeros inside a given image.

III. EXPERIMENTAL RESULTS

A. Image Set

We used a subset of smooth, mid-quality image set from the
image database used in [6], which were collected from the in-
ternet without any bias. The quality of the image subset is 80.8
with 5.1 standard deviation, and the mean of the entropy of the
images is 4.0 bits with 1.6 standard deviation. These images
were subjected to both recompression and PQ embedding op-
erations as described in [5] to create recompressed cover-image
and stego-image sets with different embedding rates, 0.4, 0.3,
and 0.2 bits per nonzero DCT coefficient (bpc). The number of
images used for training and testing is given in Table II. A mixed
rate data set is formed with the cover-group and the stego-group
consisting of the pool of 1641 images embedded with 0.4 bpc,
1550 images with 0.3 bpc, and 1440 images with 0.2 bpc to
demonstrate that the steganalyzer works independent of the em-
bedding rate.

B. Experiments

The image set was divided into non-overlapping training and
testing subsets. Each of these subsets consisted of cover and
stego-images. We first trained the linear regression classifier
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TABLE III
DETECTION RATES FOR PQ STEGANALYSIS

Fig. 3. ROC curves of SVBS and the other blind steganalysis schemes.

with the features computed from the images in the training set
and then classified the images in the test set (see Table II). We
give the comparative detection performance of the proposed
SVBS method and other steganalysis methods, FBS, WBS, and
BSM, in Table III. The detection rate in Table III is defined as

false alarm percentage miss percentage . False
alarm percentages in SVBS scheme are 0.12, 0.15, and 0.27
for 0.4, 0.3, and 0.2 embedding rates, respectively. To make
a fair comparison, a linear classifer was trained for every ste-
ganalysis method on the same images and test on the same
images. The receiver operator characteristic (ROC) curves are
given in Fig. 3 for 0.4 bpc, 0.3 bpc, 0.2 bpc, and mixed em-
bedding rates. The proposed scheme achieves higher detection
rates than the other schemes for a relatively low entropy image
set with first-order entropy less than 6 bits. The next experi-
ment was to test the steganalysis schemes on complex images
without a first-order entropy constraint. We randomly selected
1000 images from the image set in [6] and created stego-images
with different embedding rates. Four hundred of these images
are used for training and the remaining 600 for testing. An 8-D
SVD-based feature vector was selected in the training process
for SVBS. The selected features were , , ,

, , , , and . While SVBS had
69% detection accuracy for 0.4 bpc rate with this new image

set, WBS had 54%, FBS had 54%, and BSM had 57% detec-
tion accuracy. For 0.3 bpc and 0.2 bpc, SVBS had 58% and
57% detection performance, respectively, while other schemes’
performance ranged in 52%–50%. These results were in agree-
ment with the results in [6]. Finally, the proposed scheme is
tested on model-based steganography [8] to investigate its po-
tential for universal steganalysis. We tested SVBS on 1800 im-
ages downloaded from the personal collection of P. Greenspun
(http://philip.greenspun.com). The stego images are embedded
with 0.4 rates by model-based steganography. Eight hundred
images are used for training, and the remaining 1000 images are
used for testing. We have obtained 78% detection performance,
which indicates that the proposed features are not peculiar to PQ
steganalysis.

IV. CONCLUSION

In this letter, we have proposed SVD-based features for ste-
ganalysis of JPEG-based PQ embedding. We have shown with
both statistical analysis and experimental results that the PQ em-
bedding distorts linear dependencies of rows and columns. Pro-
posed features measuring the resulting distortion can be used in
steganalysis of JPEG-based PQ. Experimental results over about
5000 images indicate the validity of the proposed scheme. Com-
parative results showed that the proposed scheme had better
detection performance than other state-of-the-art steganalysis
schemes. It is easier to detect traces of PQ embedding in smooth
regions by the proposed features as smooth regions contain rel-
atively more linearly dependent rows/columns than in complex
regions. As a result, detection performance drops considerably
with images having high entropies.
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