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Introduction
¢CKS F2ft26Ay3 LI LISNI RSGIFHAfTa GKS RSaiaday 27F | we
information, using methodsf low frequency data transmission @onjunction with a low tech RF
receiver constructed from a pair of standard, dotwre, headphoneQur entry utilizes a
Y2YAG2NI Fa | GNIXYaAaYAOGGSNE FyR LI A NJopheneWo NB | Sy
port, as a receiver.

Tactics Implem ented:

Attacking the Compiler

With the given time constraints and additional requirements, matching the benign Alpha
RSOAOSQa RSOAOS dziAf AT FdA2Yy LINRPOSR RAFTFAOMZ (@
powerful optimizations and is difficuld significantly outperform. For proof of this, consider the

following example from

LI 38 HpH 2F kS . ¢ !'A8ENDA
. Compact State Encoding
Guide.

Compact State Encoding consists of minimizing the number of bits in the state variables
and flip-flops. This technique is based or hypercube immersion. Compact State Encoding
is appropriate when trying to optimize area.

Additionally, manual optimizations with the FPGA Editor at the gate level are not possible since
the shipment of the Trojated alphamust be in the form of source codé.

Unsatisfied with the few placement constraints offered by ISE, the RPI Electronics Club Team
determined an alternate method to hide the code size of our additions.

Within our project directory we have included a hidddynamic link library,
Gt AODOYWSLIZ NI +ASeSNWRfféd LG A& F LI G§OKSR OSNA
loaded from the ISE installation directory.

Fortunately for us and K, and unfortunately for the Orange Army, the standard behawioogin
versions of Windows is to check the current directory when resolving library paths.

If our entry is opened by doubldicking on the project file in our submission directory, even if
another version of ISE is running, the patched binary will be khatishould be noted that an
attack of this type was not explored on Linux. It is likely that some other attack vector would be
required.?

¢KS LI 6OKSR ftAONINE KFra 088y Y2RATASR (G2 lfol @

! Manually editing of logic gates is enjoyable anyway. That said, the fpga editor can be found at the following
location in the ISE install path: 18Bin\nt\\fpga_editor.exe
2 preliminary investigation did not find simple file format vulnerabilities which could be used to gain code execution
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Low power RF tran smission
Our team searched for a method of making the data available from outsidERGy
usinglow power AM transmission®Ve developed a means of producing and recovering
data using this method, as documented below.

General Overview

Our team develope a method of injecting two separate carrier frequencies into the blue

video carrier on the outbound VGA port on tBasyd=PGA boardn determining the

frequency of thecarrier, we searched for the highdséquency that would result in the
leastperturh G A2y 2F GKS @ARS2 airdaylfQa O02ydiSydT Ld
fingerprint. We decided to use the VGA cable, because it is the longest trace to function as

an antenna we could find. In a CRT, the analog signal is amplified, and used to aim an

electron gun, so theoretically the rf signal is slightly amplified.

We chose to use a differentigl3 bandmethod of encoding the data, as it would result in
the least perturbation of the video sign&y slowly switching between specifically chosen
carriersignals, we are able to encode datdbeitslowly, which capropagateto an
appropriate receiver.

Finally, a program running on the receiving side, continuousfippas an FFT on the
microphone searching for thel8.5,19 and 19.%Hz bands. Upon fiting the appropriate
start bit sequence, thgrogramconverts the incoming RF data into the 128 bit security
code string. This process takes approxima®geconds, as the baud rate of data transfer
has purposely been set very slow. A graphicarface displays the number, as its being
decoded, in a format akin tthose used irtheesy sefi movies.

Encoding method

The triple carrier method we chose to use produced the lg#stference visible on the
monitor. Forthe frequencies of 18.5, 19 and 19.5 kHz, introduced tdbllbe VGA line are
difficult to notice, visually, but propagate well in the rf spectri@ur start bit is more than
1 second of high output on the 18.5 band, with 19khz and 19.5 KHzomweldfter the start
bit has been established, the master key is traiiged over the 19 KHzand with 19.5 KHz
always being the inversion of 19 KHxuring thetransmission section 18.5 KHz is lovhis
scheme ensures that exactiye band will be on at any one timé. multiple bands are
turned on itbecomes very notiable on the CRTWe also never want to have no banuis
since then you will see a darker black which is slighsiynguishable from 1 band on.

Hiding in the noise

It is important to note that data communications areryeare at such low frequencies,

namely because of the extremely longt@nnas necessary. Asich, most EMI detection
a0KSYSa ¢g2dZ RyQild GFNBSG (KSaS FNBIljdsSSyOASao
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Incognito receiving of low power RF transmissions

The Receiver
We were very limited in what we could use as a receiver, adding an am radio receiver
g2dz RY Qled BEROSHA SNY | f KI NR 4 frieNiBthegresgaych ive I OO S LJi
02y Of dzZRSR GKFG | WoNR]ISYyQ aSi 2Fink&l RLIK2y Sa
standard microphone port, which would function as a low power, fi@guency RF
receiver.For thisproject, we consider a standard pair of headphones essentially as a dipole
antenna with a load, the headphone, at the efseée figure 4)By removing the load
(cutting the headphone speakers from theadphone cable}the electrical potential across
the dipole antenna increases dramatically, allowing the perception ofithand 19.5 Kz
frequency transmission.

A standard microphone card has the capability of recording approximatetiAzldr twice

the human hearing range. The nyquist theorem details thatreproduction of data on any
frequency requires a recording of twice that frequency, therefore by choosing 19 and
19.5khz, the minimum frequency of sampling on the microphone side would be 39khz, well
within the spectrum of a microphone input.

The requied antenna length for properly receivingdtransmitting data on the 19 kH

band would be orders of magnitude longer than any trace on the board, or any pair of
headphones, so our group relies on a very low baud rate of data transmiasida

relatively short data transmission distance; as an example, a covert op would have to be
within a few meters to receive the data with a pair of headphones, but could better receive
the data from much further distances using a more sophisticated receiver.
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Software FFT and data collection
FFT Background

An FFT, or Fast Fourier Transform, creates a plot of the frequency domain of a system. As
our system transmits data by modulating 18.5, 19, or 19.5 kHz onto the blue analog line of
the VGA cable, the software imphentation required to demodulate thdata and make it
usefulis split into three main parts (fig 4).

Primarily, noise filtering of the microphone input proved to be vital to getting valuable data
through the system. The noise filtering is implemented giganadelta fashion, wherein

we compare thé=FToutput of 18.5, 19, and 19.5 kHz. The delta of magnitude between
each frequency is recorded. The del@ues are summed over .5 second intervals and
finally passed as average deltas. Thu

o Software
averaging is neceasy due to the Preform FFT Moise Convert Realtime
imperfections in the microphone Filter FFT to Data String

hardware, as well alickeringin FFT o —
response caused kgystem resource k= D e

n=0
mismanagement.

| 1r |

—_—

Once the deltas are measured, our
team uses differentialscheme to decode the data from the FPGA board.
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Future Impro vements:

Some of the competition rules forces to make implementatiasithat were less than ideal. If wiead
more freedomthe range of the device as well of the accuracy could be inetHagincreasing the
frequency of the transmission. As stated beforeamald not @ much higher than 19 KHz due to
limitations of a computer sound card. With additional hardware it would be possible to increase this
frequency sigrficantlyin order to better sit that transmission properties of a standard VGA cabl&e
would also increase the accusaby replacing the headptnes witha real antenna.
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Team Members Backgrounds
Andrew Tanoney

Andrew Tamoney is a freshman at RPI and is currently dual majoring in
Electrical Engineering and Computer Scierfsedrew was President of

the Robotics Team and Science Team in High ScHeolvas also a
compditive rower throughout all four years of high schodle is now a
member of both the RPI electronics club and the RPI Formula SAE Hybrid
Team.

Dane Kouttron

DaneKouttron is currently pursuing a dual Degree in Electrical and Electrical Power engineering
at Rensselaer Polytechnic Instituf2ane is president of the RPI Electronics club, managing
demonstrations and the student run electronics laboratory. He has also worked in hardware and
software development for numerous campus programs, ranging fronthemistry to the Arts
department.Dane isalsoan active member in the school FSAE team, a competitive racecar
design club which competes internationally.

AlexRadocea

Alex Radocea has played vgames since the"dgrade when he stumbled upon
wargames.unise. Alex is currently a sophomore studying Computer Systems Engineering and
Computer Science at Rensselaer Polytechnic Institute. He is the current President and Co
Founder of RPISEC, a computer security club.

This project was a joint venture of the RRictronics club anBPIEC, botHrom Rensselaer Polytechnic Institute
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Appendix

1- Using the Mobile Studio Board to inject carrier frequencies in  to the
Basys board

Our team used the mobile studio platform, an integrated function generator + oscillostmpegin
testing if our ideas on low frequency RF propagation would work. We began by injecting different
frequencies into the blue line of the VGA cable, and determining which frequemeresleast visible.
We did numerous frequency sweeps, at 3.3vippsimulate what the=PGAutput would beperceived
as. After much testing, we concluded that 18.5, 19 and 19.5 kHz were optimal.
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2- CRT displaying standard image and encoded blue carrier data
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The bluecarrier data is hidden by running it at frequzes close to the horizontal sync, the only visible
portion is a slighbluishtint of the backgroundcolor. On the monitor in test, it was very difficult to
perceive the color difference.
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3- Labview interface developed to analyze microphone data stream,a nd

display an FFT.
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4- RPI Mobile Studio Board generating 19 kHz

This is the software interface fohe RPI Mobile StudiBoard;we used it for testing and performing
frequency sweepsen the blueVGAline.



