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ABSTRACT

Watermarking technologies have been envisioned as a po-
tential means for establishing ownership on digital media
objects. However, achievable robustness and false-positive
rates of the state-of-the-art watermarking techniques raise
doubts about applicability of watermarking to ownership
problem. With this perspective, we address the security
weaknesses common to most watermarking techniques and
assess the role of watermarking in construction of owner-
ship assertion systems. We identify the requirements of a
watermarking based ownership assertion system. Also, we
provide a basic functional outline of a practical version of
such a system and identify its potential vulnerabilities. To
mitigate these vulnerabilities, we aim at reducing the false
positive rate of the watermark detection scheme. For this
purpose, we propose embedding multiple watermarks as op-
posed to single watermark embedding while constraining the
embedding distortion. The crux of the proposed method lies
in watermark generation which deploys a family of one-way
functions. We incorporate the multiple watermark embed-
ding idea with the additive watermarking technique [1] and
present results to illustrate the potential of this approach in
reducing the false-positive rate of the watermark detection
scheme.
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1. INTRODUCTION

The ownership rights over intellectual property have long
been recognized and clearly defined by rule of law. These
laws, in common, grant the creator (owner) exclusive rights
to copy or distribute a protected form of their property,
thereby protecting its unauthorized use. Essentially, this
requires means of controlling how the protected work is uti-
lized by others. Development of technologies that will enable
establishing ownership on intellectual property has been the
focus of watermarking research. In this context, watermark-
ing techniques are intended to serve the purpose of an invisi-
ble tag to identify an object, control and manage its use, and
trace its point of dispersal. However, the deficiencies in the
design of watermarking methods have limited their appli-
cability to establishing rightful ownership of digital objects
(ownership problem) in a practical setting.

In most applications of watermarking the main concern
has been the robustness against attacks. Yet, another very
important and often neglected component of the watermark-
ing system design is the incorporation of security considera-
tions to the design process. Watermarking based approaches
to ownership problem have not been convincing mostly due
to lack of security awareness. In terms of security, the in-
adequacy of prevailing design paradigm in tackling the rel-
evant ownership issues were mainly due to an incomplete
assessment of the threat model, which requires a thorough
evaluation of how proposed schemes can be deployed in unin-
tended and malicious ways to impede the goals and purpose
of watermarking. From this standpoint, many of the prob-
lems studied in the context of security and cryptography
are similar to the ones encountered in the ownership prob-
lem, therefore, it is essential for watermarking techniques
to merge signal processing methods with the vast body of
knowledge in these fields. In this regard, there have been
many approaches proposed in the literature applying the
existing solutions to various aspects of the ownership prob-
lems [2][3][4][5][6][7]8] [9)-

The deployment of watermarking techniques for protect-
ing owners’ rights requires efficient protocols that accurately
and uniquely describe and specify the use of watermarking
techniques. Although there are various formalisms proposed
for investigating and analyzing protocols to see whether they
are prone to design flaws, designing secure protocols that are
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thermore, since watermarking techniques depend on statisti-
cal methods, erroneous decisions are possible, and as a con-
sequence they are also prone to various attacks engineered
to exploit such weaknesses. The attempts to eliminate the



security weaknesses of watermarking techniques have usu-
ally taken the path of simply fixing each vulnerability that
comes to light. However, the proposed solutions were either
unable to identify the full extent of the problem and, there-
fore, some other forms of deficiencies were inherent or they
did not lead to a practical model for an ownership asser-
tion system. As a consequence, the possibility of realizing
a watermarking based ownership system has been a major
concern.

In this paper, we attempt to provide a unified framework
to solve the ownership problem in the light of the previous
studies and results. For this purpose, we discuss the require-
ments of an ownership assertion system and contemplate the
role of watermarking techniques in construction of such sys-
tems. With this perspective, we outline a sketch of a practi-
cal ownership assertion system. In this context, we address
several security weaknesses of the watermark techniques and
identify the challenges to be met for successful deployment
of them. Among the most daunting challenges are the ro-
bustness limitations and high false-positive rates. Devising
robust watermarking techniques have been the primary fo-
cus of the research community from the very beginning as it
is central to almost all watermarking applications. Because
of these efforts, today, watermarking techniques are able to
offer a degree of robustness against a limited attacker. For
the scope of this paper, we rely on the presence of such
watermarking techniques. On the other hand, false-positive
rate of a watermarking technique is of utmost importance in
the design of ownership assertion systems as it is the basis for
various attacks. To render subsequent attacks more difficult,
we propose multiple watermark embedding, as opposed to
single watermark embedding, under constrained embedding
distortion. We analyze the effectiveness of this approach
and apply it to additive watermark technique of [1]. The
results show that at a fixed embedding distortion level em-
bedding multiple watermarks yield lower false-positive rates
as compared to embedding a single watermark.

In the text, we use the following notation. Upper-case
letters in italic and calligraphic typeface denote vectors and
sets, respectively, e.g. X = {z1,22,...,2,} and x; € X.
The operator | . | indicates the cardinality of a set or the
length of a vector and the notation X™ represents a length-
n sequence with elements in X, e.g., " and {0,1}".

2. BASIC DEFINITIONS

Throughout this paper, we restrict ourselves to the use
of watermarking schemes as a means to establish ownership
and resolve ownership disputes. With this perspective, we
provide a description and generalized formulation of water-
marking schemes. In this setting of the problem, an author
(owner) creates a digital object (i.e., document, image, au-
dio, video) which needs to be protected from intellectual
piracy. To achieve this, the owner purposefully modifies the
object by embedding an invisible signature (watermark) and
then makes this version of the object publicly available so
that, when needed, the presence of the watermark can be
shown as a proof of ownership. Herein, the unpublished
version of the newly created object will be referred to as
cover-object or original, and it will be denoted by C. The
watermark, and the modified and published version of the
original, called the embedded-object or watermarked-object,
will be denoted by W and FE, respectively. Also, the set
of all cover-objects and watermarks will be indicated by C

and W, respectively. It should be noted that the set C also
contains all embedded-objects since £ and C' need to be of
the same type.

A watermarking system designed to serve ownership claims
and proprietary claims have three major components: wa-
termark and key generation, embedding and detection. The
watermark and key generation is composed of two algo-
rithms. The watermark generation algorithm yields a data
string W which will be used to associate an object to its
owner. On the other hand, key generation is necessary for
the functions that are intended to enhance the security as-
pects of the watermarking system by incorporating crypto-
graphic primitives and introducing asymmetry into water-
mark insertion and extraction. The output of this algorithm
is a pair of keys (K¢, Kp) (from a finite set K) which are
not necessarily distinct and when they are not, the output
will be the key K.

The second component is concerned with watermark inser-
tion. This is realized by an embedding function (embedder)
&€ which embeds the watermark W in cover-object C' under
key K¢ yielding the embedded-object E as

E=E&(C,W,Kg) (1)

where E and C are perceptually very similar. The last com-
ponent of a watermarking system extracts the watermark.
Depending on the design of the system a detection function
(detector) D might either extract a watermark or check the
presence of a particular watermark W in a given embedded-
object E (or in a possibly modified version F) under key
Kp. Furthermore, watermarking systems are classified into
two based on the use of cover-object in extraction of the
watermark, namely blind and non-blind watermark detec-
tion schemes. When D is to extract a watermark from
the object E in a blind manner, the output is expressed as
W= D(E, Kp). However, with non-blind detection, where
existence of the W in E is in question, D is forced to output
a boolean value to indicate the presence or absence of W as

D(E,W, Kp) € {true, false}. (2)

In the case of non-blind watermark generation, the detection
function, (2), take also as input the cover object C. In
should also be noted that not all embedder/detector designs
require keys in their operation. The above formulation, with
the removal of keys, applies to those schemes as well.

3. OWNERSHIP PROBLEM

The most fundamental functionality of an ownership as-
sertion system is to provide the owner of an object with the
capability of asserting ownership rights on all objects derived
from the original. Essentially, this requires means to gener-
ate a protected version of the original object so that when
an act of piracy is committed the owner may commence a
legal action. For this purpose, we assume the owner embeds
a watermark in the cover-object using a robust embedding
scheme and releases the resulting embedded-object instead
of the original. Accordingly, in case of a dispute the owner
may present the unpublished original and show the presence
of the embedded watermark as a proof of ownership. In this
context, an ownership problem emerges when for a given
object rightful ownership cannot be resolved.

An ownership problem may be in one of the three forms.



Ownership deadlock: The pirate is able to provide an own-
ership proof that is as conclusive as the actual owner’s
proof. Therefore, ownership cannot be established and
a deadlock arises.

Counterfeit ownership: The pirate is able to provide an
ownership proof that is more convincing than that
of the actual owner. Consequently, the pirate may
proclaim counterfeit ownership over the object whose
ownership is in question.

Theft of Ownership: The pirate obtains an embedded-object

and embeds a new watermark in it (pretending it is a
cover-object). Hence, the pirate claims ownership on a
variant of a cover-object whose actual owner is oblivi-
ous to what is occurring.

A solution to ownership problem requires that when two
or more parties are involved in a dispute, where all parties
claim to hold ownership rights of a particular object, the
true owner be identified reliably. This problem is further
exacerbated in cases where the true owner is not involved in
the ownership dispute and all claimants have to be rejected.

In the field of watermarking the main research focus has
been the design of embedding/detection techniques that can
survive very sophisticated attacks which subject the embed-
ded-object to a variety of signal processing operations or
cryptographic attacks so that the extractor is no longer able
to find traces of embedded watermark. However, the owner-
ship problem is mainly due to a more malicious and effective
class of attacks, called protocol attacks, and even the most
robust watermarking techniques may be vulnerable to this
type of attacks if they are not designed and used properly.
There are two types of protocol attacks, namely copy attacks
[10] and ambiguity attacks [2]. The main idea of a copy at-
tack is to copy a watermark from an embedded-object to any
other object and the objective of ambiguity attack is essen-
tially to detect a watermark that was inherently present (not
through embedding) in an object. In terms of their impacts
the two types of protocol attacks are very similar; however,
the vulnerabilities they are exploiting are different. In this
regard, success of copy attacks rely on the fact that statis-
tical properties of the watermark can be distinguished from
those of the cover-object. Therefore, copy attacks can be
circumvented by signal processing measures. On the other
hand, applicability of ambiguity attacks depends primar-
ily on the false-positive rate of the embedding/detection
scheme, and they cannot be completely avoided unless the
false-positive rate is reduced to arbitrarily low values. How-
ever, due to the variety of attacks the embedded-object may
undergo prior to watermark detection, designing robust em-
bedding/detection techniques with very low rates of false-
positive remains to be a challenging task. Therefore, our
main concern in this work is the ambiguity attacks.

Craver et al. [2] introduced the first realization of an
ambiguity attack, called inversion attack. The basis of the
attack lies in the notion of invertibility of embedding op-
eration. In an inversion attack, the attacker obtains an
embedded-object E and finds a watermark W™, through a
brute-force search, that can also be detected in E. Hence
both D(E,W) = true and D(E,W") = true hold. Then,
the attacker generates a fake original C* by de-embedding
(subtracting) the watermark W* from E. As a consequence,
the watermark W can be reliably detected in C* as well as

W* in C (unless W = W™). Thus, the attacker causes a
deadlock by making it possible to link the embedded-object
to two distinct originals unequivocally, at the complexity of
finding a valid watermark W*.

3.1 Approaches to Ownership Dispute
Resolution and Authorship Proofs

The first step towards a framework that also include au-
thorship proofs and dispute resolution capabilities was taken
by Craver et al. [2] through imposing the invertibility re-
quirement on the embedding/detection scheme. This initi-
ated a serious of work that aim at devising non-invertible
schemes that are mainly built on conventional (embedding/
detection) techniques. In order to achieve non-invertibility,
Craver et al. [11] proposed to include one-way (trapdoor)
functions along the path of watermark generation, so that it
is not possible to reverse the process. Inspired by [2], Qiao
et al. [12] proposed the use of standard encryption func-
tions for watermark generation. In their construction, the
watermark is created by encrypting some information de-
rived from transform coefficients of the cover-object under
a predetermined key selected by the owner, and ownership
verification requires both the original and the key. In a
similar manner, Zeng et al. [13], considering additive em-
bedding, imposed two limitations on the watermarking tech-
nique. First limitation requires that C' not be used for wa-
termark extraction because extracting the watermark from
the difference of C' and E will not yield a true false-positive
rate of ownership claim since detector is unable identify the
cover-object. The second limitation provides that the wa-
termark cannot simply be a random signal for which they
utilized a one-way function. Another early proposal was to
use time-stamps to generate the watermark [14].

In [15] and [16], Ramkumar et al. showed that if the
false-positive rate of the underlying embedding/detection
scheme is high, the cryptographic constructions deployed
in watermark generation does not provide a basis for es-
tablishing ownership because the pirate does not need to re-
verse engineer the watermark generation process to obtain a
valid watermark to claim counterfeit ownership. In essence,
the pirate uses the diffusion property of cryptographic con-
structions to his advantage by generating many watermarks
via introducing insignificant changes to a severely altered
(but perceptually intact) version of embedded-object E, E.
When the number of resultant watermarks is in the order
of the false-positive rate, it is very likely that one of the
watermarks will yield a satisfactory detection statistic. The
pirate can now designate the slightly modified version of E ,
that yielded the particular watermark, as his fake original
and claim counterfeit ownership. Therefore, non-negligible
rates of false-positives poses a challenging problem to re-
solving rightful ownerships. To render counterfeit attacks of
this nature more difficult, Ramkumar et al. [16] proposed
a means to lower the false-positive rate of the scheme by
defining a new detection statistic. For this, they required
blind detection of the watermark as in [13] and imposed an
added constraint that requires the independence of the wa-
termark with the original. Accordingly, the detection statis-
tic is obtained as a combination (i.e., weighted difference)
of two statistics where the first one indicates the presence of
the watermark in the embedded-object and the second term
signifies the non-existence of the watermark in the cover-
object. Hence, to claim ownership on the true original, the



pirate has to ensure that the fake watermark exhibits strong
presence in the true original and at the same time no pres-
ence in his fake-original. This is very difficult to achieve.
Since the true original and the fake one are still expected to
be very close, a random sequence (i.e., pirate’s watermark)
that can be detected in any of the two is very likely to be de-
tected in the other as well. For the case of low false-positive
rates, on the contrary, Li et al. [17] formally proved that
non-invertibility can be achieved and showed that provably
secure techniques are present.

In order to get around the limitations of embedding/ de-
tection schemes in resolving ownership disputes Katzenbeisser
et al. [4] proposed an alternate approach which has been
further developed by Adelsbach et al. [5]. In their construc-
tion, the computation of the watermark is hardened by in-
corporating digital signatures of a trusted party rather than
deploying mechanisms to achieve non-invertibility. The wa-
termark is generated by concatenating cryptographic signa-
tures corresponding to various messages (i.e., original, key,
payload, etc.) into a known pattern. In this case, for a pirate
to claim ownership (of a cover-object) the extractor should
detect and verify validity of pirate’s watermark. (That is,
the watermark has the right pattern and contain valid sig-
natures.) As compared to schemes described in [11] [16],
this approach restricts brute forcing capability of the pirate
since computation of each watermark requires querying the
trusted party. Assuming the attacker is not allowed to query
the trusted party and the signature scheme is secure then
this scheme is provably secure against counterfeit ownership
attacks. However, in a practical setting the trusted party
has no way of distinguishing a potential attacker from a le-
gitimate user, therefore, a passive attacker assumption is
not realistic. On the other hand, when the attacker is able
to make unlimited queries to the trusted party, the prob-
lem reduces to one discussed above and the complexity of
an attack depends on the false-positive rate of the embed-
ding/detection scheme. A solution suggested in [5] to cir-
cumvent unlimited querying problem is to let trusted party
keep records of the messages which have been previously
signed and to deny response to those messages when they
are repeatedly queried. However, this requirement on the
trusted party may serve as a possible bottleneck. Because
when the trusted party makes a decision by checking if the
exact same messages appeared before, it becomes vulnerable
to a variant of the attack described in [16]. Therefore, the
trusted party cannot reject signing messages on the basis of
exact match but should also consider similarity between the
submitted messages which is not a trivial task.

Adelsbach et al. [3] were the first to point out a problem
common to all of the above schemes. They recognized that
previous approaches to proving rightful ownership achieved
only dispute resolution. That is, only if the actual owner is
involved in an ownership dispute, those schemes can guar-
antee that the winner is the owner. Otherwise, the out-
come is not conclusive. Simply, there were no mechanisms
in place to determine whether the object in question was ini-
tially watermarked by the actual owner and later one of the
disputants introduced another watermark in the embedded-
object relying on the assumption that the actual owner will
not be informed of the dispute and be able to prove presence
of his watermark therein. Therefore, a true dispute resolving
scheme should not resolve the dispute in favor of one of the
disputants if the actual owner is not involved in the dispute.

In their model for ownership proofs, owners are required to
register their work (in order to claim ownership on it) at a
center which in return generates a variant of the work (e.g.,
an embedded version) and an ownership certificate (that in-
cludes a signed registration information of owner’s identity,
original, time of creation, etc.). Based on similar ideas, in
[7], a cryptographic time-stamping service is used to certify
the creation time of an object due to its security properties.
In this model, to resolve ownership disputes the registration
center needs to have access to original (or a faithful descrip-
tion of it) along with its registration time. The crux of this
approach lies in the definition of ownership which refers not
only to the original but for all works that are similar to the
original. Therefore, a similarity relation needs to be defined
and deployed to avoid multiple registrations of a particular
work and to determine the owner of a given work. However,
the applicability of this approach strongly depends on the
availability of practical similarity measures that can reliably
identify and distinguish various types of objects.

4. ESTABLISHING UNAMBIGUOUS
OWNERSHIP

The watermarking based approaches that promise a solu-
tion to ownership problem, in fact, either solve it partially
or raise new issues that need to be addressed. In this regard,
most watermarking system designs were unable to capture
the full scope of the problem whereas others required capa-
bilities that are not yet available. Based on the discussion in
the previous section, we can define the requirements for es-
tablishing unambiguous ownership on a cover-object as the
following:

1. robustness;

2. low probability of false-positives;
3. non-invertibility; and

4. involvement of a trusted party.

The most trivial attack on the class of watermarking systems
that intend to resolve rightful ownership is the removal of
the watermark from the embedded-object. Therefore, the
first requirement of an embedding/detection scheme is the
robustness against all forms of malicious modification. Un-
fortunately, this is too strong an assumption to make in the
presence of an intelligent and adaptive pirate, and the pos-
sibility of unconditional robustness is still an open question.
However, conditional robustness can be achieved against a
pirate who is restricted to a limited set of attacks. The sec-
ond requirement refers to the ease with which a pirate can
extract a fake watermark from an embedded-object which
might potentially lead to an ownership deadlock or coun-
terfeit ownership. The third requirement is to ensure that
watermark embedding cannot be reversed so that a water-
mark cannot be subtracted from an object to produce a
fake original. One way to cope with this is by making it dif-
ficult for the pirate to obtain a meaningful fake watermark.
This is usually achieved by cryptographic means which es-
sentially make watermark generation a one-way relation. It
should be noted that if the probability of false-positives is
very low, then the invertibility of an embedding scheme does
not pose a significant risk. However in a more realistic set-
ting, where the false-positive probability is relatively high,



non-invertibility complicates the task of the pirate. The last
requirement is that a trusted party be in place to ensure
that in the case of an ownership dispute the actual owner
is involved in the dispute. Without satisfying these require-
ments, a watermarking system cannot be used to establish
ownership and resolve ownership disputes.

In the context of ownership issues, the most overlooked
design aspect of a watermarking system is the need for a
trusted third party. FEssentially, this raises a much more
fundamental question: Is watermarking necessary? In other
words, if indeed the involvement of a very capable and re-
sourceful trusted third party, which has to ensure regis-
tration of all submitted cover-objects, store all registration
records (including a description of the cover-object) and it-
erate a search over all entries prior to registration (of a new
cover-object), is required do we really need watermarking as
an essential component in a practical setup? This question
has not been explicitly answered yet.

In [3], the authors argued that a solution to ownership
problem requires the presence of a similarity relation that
partitions the object space into (disjoint) equivalence classes
so that only a cover-object and its variants are in the same
class. However, an automated version of such an idealis-
tic relation does not seem to be realistic. Therefore, one
has to deploy a similarity relations that are not equivalence
relations. (The use of similarity relations that impose par-
titioning of the object space into intersecting sets of objects
implies that an object may be similar to many cover-objects
thereby creating a confusion.) Two approaches have been
considered to enable trusted party to create a registration
record and to determine if and when a cover-object is regis-
tered. The first approach features a set of identifying char-
acteristics to describe and register a cover-object. Hence,
the ownership of an object, as well as the similarity of two
objects, is established on the basis of object characteristics.
However, as pointed by the authors a cover-object can be
manipulated to yield different characteristics rendering the
registration record useless. Alternatively, watermarking is
considered as a solution in relation to its intended use. Dur-
ing registration the trusted party creates and embeds a wa-
termark (as a part of the registration record along with the
registration time and owner’s identity) to the cover-object
and returns the resulting embedded-object to the owner.
Correspondingly, prior to registration of a new object the
trusted party checks whether any of the registered water-
marks is embedded in the object. Naturally, the success of
this scheme depends on how well the requirements discussed
in the previous section are met.

To rightfully establish ownership and resolve disputes in a
practical setting, a trusted party has to rely on the existence
of an automated procedure to obtain a faithful description of
the object. It should be noted that due to storage, cost and
security limitations, it is not practical to keep the originals.
Therefore, the description should be a digest of the object
which also enables easy search of similar objects. Further-
more, there should be some form of collision resistance so
that it is very difficult to obtain an object given any di-
gest. In the absence of such collision resistance, the system
is prone to attacks by creating (or finding) and registering a
similar of an unregistered object. These objectives can be
achieved through the use of robust perceptual hashes which
simply have a distinctive feature compared to cryptographic
hashes. Ideally, a robust perceptual hash function maps per-

ceptually same or very similar inputs to a fixed data point in
the hash space (robustness), whereas inputs sufficiently dis-
similar are mapped to completely unpredictable data points
(similar to cryptographic hash functions). Therefore, with
the availability of robust perceptual hash functions, owner-
ship problem can be resolved through the involvement of a
trusted third party, and watermarking is not needed. The
construction of robust perceptual hash functions is the sub-
ject of the ongoing research and current approaches to de-
sign of perceptual hash functions are not based on a formal
definition as in the case of cryptographic hash functions.
Therefore, only heuristic versions with poor collision prop-
erties are available. In other words, the security properties
of perceptual hash functions are not well established and it
is feasibly possible to find (or generate) two different inputs
with the same perceptual hash.

It should also be noted that, from a practical standpoint,
the notion of robustness of a perceptual hash function re-
quires the flexibility that similar objects yield very similar
hashes, within a tolerable limit, and not necessarily the same
hash. The problem of representing a particular realization
of input and all variants by a single data point (in the hash
space) is equivalent to transforming the set of similar points
into a perceptual space where the resulting transformed data
points are arranged in a continuum which can be contained
by a hyper-sphere. Unfortunately, such transforms are not
readily available. Therefore, finding a collision of a percep-
tual hash functions simply requires finding two inputs that
yield hashes that are close with respect to a distance mea-
sure (which is based on properties of the hash function). As
a consequence, despite their satisfactory robustness proper-
ties state of the art perceptual hash functions are not suffi-
cient by themselves in solving the ownership problem, and
some other mechanism is needed. In this regard, the capa-
bilities of watermarking techniques can be incorporated to
overcome the deficiencies of perceptual hash functions.

4.1 Watermarking and Ownership Problem

Based on the above considerations, the key tasks of an
ownership assertion system, that deploys the available per-
ceptual hash functions along with watermarking techniques,
can be identified as the following.

e At registration, the trusted party computes the per-
ceptual hash of the cover-object and searches its records
for hashes that are close to the obtained hash with re-
spect to an appropriate distance measure.

e If no hashes were found, the trusted party creates
(or facilitates the creation of) a watermark which will
be embedded to the cover-object, records registration
time and owner’s identity, and provides owner with a
signed ownership certificate as a proof of ownership.

e On the contrary, if the search yields hashes that are
close to the computed hash, the trusted party checks
whether the watermarks associated with the search re-
sults are embedded in the object. If none of the water-
marks can be reliably detected registration continues
as above, otherwise it fails.

e In the case of an ownership dispute, the trusted party
searches its registration records to determine all the
cover-objects (and the associated watermarks) which
have perceptual hashes close to that of the object in



question. Then, the ownership is decided based on the
extracted watermark.

The underlying assumption here is that watermark embed-

ding and watermark removal attacks will cause minute changes

on the perceptual hash of the cover-object since both the em-
bedder and the attacker are distortion constrained and per-
ceptual properties of the cover-object have to be preserved.
This ensures that once a cover-object is registered it is not
possible to claim counterfeit ownership on it at a later time.
It should also be noted that in this setup ownership dead-
locks cannot arise since registration time of a cover-object
designates its owner.

The vulnerability of this system is mainly due to the pos-
sibility of collisions and the non-equivalence relation used to
assess the similarity between two hashes. These may lead
to two forms of attack:

1. The attacker may exploit this to claim counterfeit own-
ership on a group of unregistered objects. For this
the attacker creates and registers many cover-objects
which yield collisions with the designated (unregis-
tered) objects. Once the number of registered ob-
jects reaches a certain number, depending on the false-
positive probability of watermark detection scheme,
the attacker will be able to detect one of the registered
watermarks in the target objects.

2. In a similar manner, the attacker(s) may register many
cover-objects to launch a denial-of-service attack on
potential registrants. Since the trusted party has to
search over all registered cover-objects prior to reg-
istration of a new object, and since the comparison
of the hashes is not based on an equivalence relation
the search may return many collisions. Trusted party
has to ensure that the watermarks associated with the
originals that yield a collision are not embedded in the
object (to be registered). However, if the number of
collisions is high, one of the registered watermarks can
be detected and, therefore, registration of a legitimate
cover-object might be unfairly denied.

Circumventing these attacks require that the probability of
detecting a registered watermark in an unregistered object
be very low. In essence, this refer to false-positive probabil-
ity of watermark detection scheme.

5. REDUCING FALSE-POSITIVE PROBA-
BILITY VIA MULTIPLE WATERMARK
EMBEDDING

Let the cover-object C' and embedded-object E be ob-
tained from the set C = R", and the key K and watermark
W be drawn from the set K =W = {0,1}* where k < n.
We define a proper subset Wy of W as

Wg={W | D(E,C,W,K) =true ¥ WeW} (3)

which consists of all the watermarks that can be detected in
the object E by detection rule D. The set of watermarks
that can be reliably detected in a given object by a specific
detection technique, as in (3), will be referred to as char-
acteristic watermark set of the object. It should be noted
that characteristic watermark set of an object is strictly tied
to specifics of the detection rule and it varies depending on

the use of original C or the key K in watermark detection
and the criterion used to ensure reliable detection. For a
particular cover-object C' € C, Wo C W represents the wa-
termarks that are inherently present in C. Correspondingly,
the low false-positive probability requirement of a water-
marking system can be expressed as

We| << W] = 2. (4)

If the probability of false-positives of an embedding/detection
scheme is known to be py,, then [We| = pgp x 2%, Now, at
the embedder the watermark Wg is embedded to C' (un-
der key K), yielding E = £(C,We, K). The characteristic
watermark set of E is defined as

Wge =We + {We} and [Wg| = [We| + 1. (5)

The watermark W is obtained through a one-way function
due to non-invertibility requirement, wviz. Section 4. This
function takes as input the cover-object C'; and it might
further be keyed with a secret. For simplicity, we will as-
sume that the watermarks are generated by a generic hash
function, h : R" — {0,1}* with strong collision resistance
properties.

In the general solution of the ownership problem, where a
thrusted third party keeps digests and registration time of all
cover-objects, the main concern is the collisions in the per-
ceptual hash functions. In this regard, first attack exploits
this by registering a cover-object that yield a collision with
an unregistered object and have the pirate’s (registered) wa-
termark embedded in it. Since, the difficulty of engineering
a collision with state-of-the-art perceptual hash functions is
rather low, the complexity of this attack is roughly in the or-
der of i. The increased number of collisions due to use of

non-equivalence relations in searches is another vulnerability
of this system which may cause a denial of registration con-
dition. Let h;, : R" — {0,1}™ be a perceptual hash function
that maps an input cover-object to an m-bit sequence for
m < n. For a perceptual hash function a collision is defined
between two cover objects C1, C2 € C such that C7 # Cs
and d(hp(Ch), hp(C2)) < € where d is a distance (closeness)
metric defined between two hash vectors and ¢ is a relatively
small number. The proper measure of distance between two
hash vectors depends on the construction of the particular
perceptual hash function. However, for the general case we
assume distance measure d is based on either the difference
in certain number of least significant bits (LSB) or the ham-
ming distance between the two vectors. The actual number
of collisions, associated with a new cover-object submitted
for registration, depends on the number of existing entries
that have perceptual hash vectors close to the searched hash.
However, the average number of collisions ¢ can be obtained
in terms of the total number of perceptual hashes 7, already
stored in the database of the thrusted party. Accordingly,
when the distance is set to € bits of difference in the LSB’s of
the compared hash vectors, ¢ = 5 x 2° and for a hamming
distance of € bits, c = 5 x 7 . Assuming {C1,C%,...,C.}
is the set of registered cover-objects that yielded collisions
with a cover-object C, the probability of any of the water-
marks associated with this set of cover-objects being in the

characteristic watermark set of C' is

Pr(We, VWey V-V We, € We) =
Pr(We, e We)+---+ Pr(We, € We) = ¢ X pp. (6)



Hence, the probability increases (almost) linearly with the

number of registrations, and every CX;f other cover-object
P

will be vulnerable to denial of registration.

Therefore, low values of pys, is very crucial for success-
ful operation of a watermarking based ownership system.
However, when combined with pirate’s ability to manip-
ulate embedded-objects, achieving very low values of py,
is not possible with the state-of-the-art watermarking tech-
niques. Overcoming this dilemma requires alternate reme-
dies that will effectively reduce the cardinality of the char-
acteristic watermark set of a cover-object. To achieve this
goal, we consider embedding multiple watermarks that are
independent with each other. Essentially, the crux of mul-
tiple watermark embedding lies in the use of multiple one-
way functions in generating watermarks (as opposed to only
one) which makes brute search of fake watermarks more dif-
ficult. As a result, the ability to extract fake watermarks
is not sufficient in itself to mount an attack unless all the
extracted watermarks are interrelated by the predefined wa-
termark generation criteria. For this, we assume a family
of hash functions H = {hi1, h2,...,hs} to generate the set
of watermarks {Wi, Wa,...,Ws} from cover-object C' such
that h;(C;) = W;. It should be noted that watermark gen-
eration can be achieved through various cryptographic con-
structions. For instance, the cover-object can be hashed at
various hash-depths to yield many hash vectors to be used
as watermarks, or the trusted party may split a secret ob-
tained from the cover-object into many shares and designate
some of the shares as watermarks.

Given an embedding/detection scheme and an embedded-
object E = E£(C,W), the associated probability of false-
positives, pyp, is a direct indicator of the difficulty of finding
a random watermark in the characteristic watermark set of
E ,ie., Pr(W"* € Wg) = pyp. In a similar manner, the
probability of detecting a set of watermarks {W7,... W)}
in E is

Pr{Wy,..., W} e Wg) =
Pr(W{ € Wg) x ... x Pr(W; € Wg) = p},. (7)

Now, assume that this scheme is used to embed the set of
watermarks {Wi,...,Ws} in a cover-object C, e.g., E =
E(C,{Wh,...W,}), rather than only Wi. In this case, find-
ing a false-positive requires extracting a set of wvalid wa-
termarks {W7,...,W.} from E, and correspondingly, the
probability for this is p},. It should be noted that one does
not have the freedom to determine any s random elements
in WEg since the watermark generation procedure requires
the presence of a (fake) original C* satisfying h;(C*) = W;",
1 < i < s. Consequently, a linear increase in the number
of embedded watermarks causes an erponential drop in the
overall probability of false-positives. However, in a water-
marking scheme, the amount of distortion that can be in-
troduced to a cover-object is perceptually constrained, and
this is the main resource of the communication between em-
bedder and detector. Since for a given cover-object em-
bedding distortion is fixed, multiple watermark embedding
requires dividing the permitted distortion among the wa-
termarks to be embedded rather than using it up with a
single watermark. Therefore, the question to be answered
is whether multiple watermark embedding can improve the
performance of watermark detector under distortion limited
embedding scenario.

Although the actual realization of the watermark detec-

tion process varies with the embedding/detection technique,
the detection process can be simply viewed as a procedure
for statistically differentiating objects embedded a specific
watermark from the rest of the objects. Alternatively, this
problem can be formulated as a binary hypothesis test. For
this, let the null hypothesis Ho be “the object does not con-
tain the specific watermark(s) in its characteristics water-
mark set”, and the alternative hypothesis H1 be “the object
contains the specific watermark(s) in its characteristics wa-
termark set.” Given an object O with unknown nature, the
watermark detector tries to verify the presence of the water-
mark(s) by computing a test statistic d, which is essential
in making a decision to accept (or reject) one of the two
hypotheses. The performance of a watermark detector is
evaluated by receiver operating characteristics (ROC) anal-
ysis. This is based on two measures, namely probability
of detection pgs and probability of false-positives psp. The
former refers to power of the detection test which is the
probability of detecting the embedded watermark correctly,
t.e., pa = Pr(D(O,W) = true|H1), and the latter is the
probability of detecting an un-embedded watermark, i.e.,
pip = Pr(D(O,W) = true|Ho).

Consider the case of single watermark embedding where
the permitted embedding distortion Pg is utilized by a single
watermark. Let the corresponding test statistic be denoted
by done, for a given watermark Wi, and the two probabil-
ities be denoted by pgs and py,. In the case of multiple
watermark embedding, on the other hand, Pg is distributed
among {Wi,..., W} equally. Since the robust detection of
a watermark in an embedded-object depends on the degree
of embedding distortion and in multiple watermark embed-
ding each watermark introduces a fraction of embedding dis-
tortion Pg to a cover-object, the corresponding test statis-
tic dmq under H; for a given watermark, say Wi, will be
less reliable, compared to single watermark embedding. The
s-fold decrease in Pg per watermark reflects also on detec-
tion and false-positive probabilities which are denoted in this
case with p), and p}p. However, one important difference is
that when multiple watermarks are embedded a false-positive
arises only if a set of s watermarks (seeded by the same
cover-object) are detected and, therefore, it is not the false-
positive probability due to detection of a given watermark.
That is the false-positive probability of multiple watermark
embedding is obtained as p}';“l = (p}p)°. Whereas the detec-

tion probability of each watermark is defined as p7* = p/;.

Correspondingly, multiple watermark embedding provides
an advantage over single watermark embedding when

mul !

Pfp = (p,fp)s < pyp for pg"" = pa. (8)

This simply implies that if increasing p7* to pg induces a
lesser increase in p’fp with respect to pyp, so that the expo-
nential drop in (p'fp)5 can compensate for that increase, then
multiple watermark causes a reduction in the false-positive
probability of watermarking scheme.

The most popular approach to watermark embedding and
detection has been the additive watermarking technique de-
scribed as

Eone = C + aW; (9)

where E,C € R", W1 € {-1,1}", a € R, and the distor-
tion due to embedding is Pz = o?. Considering a set of
independent watermarks {W1,..., W} € {—1,1}°*" to be



embedded in C, the embedding rule takes the form of

Emul C+ —

\[

where the total embedding distortion is Pr = o?.

In most cases additive watermarking techniques employ
a correlation detector. In fact, assuming independent iden-
tically distributed (i.i.d.) zero mean Gaussian distributed
cover-object samples and i.i.d. watermark samples, the op-
timal likelihood ratio detector is the correlation detector.
Accordingly, the detector computes the detection statistic

>
Eonem x Wy m

i=1

(W1 + o+ W) (10)

(11)

and decides in favor of one of the hypotheses. To test the
presence of Wi, the two hypotheses are formulated as

H1 W1 € Wo
Ho Wi € Wo (ie, O=CorO=C+aW"
and W* # Wh) (12)
where O is an object whose type is in question. Water-

mark detector’s decision is based on comparison of done to a
threshold 7, which also designates the probabilities p; and
pfp- Due to central limit theorem, test statistic done can be
shown to be a Normal distributed random variable under
both hypotheses. Hence, pfp and pg are computed as

( one'HO) T — E(done|H1)
=@ PO = P
(13)
ﬁvhere Q(z) is th2e Gaussian error function defined as Q(z) =
o \/% exp (—%)dt and
E(done‘HO) - 0, Va?”(done“‘[o) = NO’Q’
E(done|H1) = Na, Var(done|H1) = No? (14)

where o2 is the variance of the cover-object.

One important aspect of multiple watermark embedding
that needs to be mentioned is that the pirate should have
a restricted access to watermark detector, as in the random
oracle model. Otherwise, the pirate may exploit the linear-
ity of the embedding scheme by enabling detection of the
sum of watermarks W7 + --- + Wy & {—1,1}" rather than
detecting each watermark individually, thereby circumvent-
ing the security improvements offered by multiple water-
mark embedding. However, limiting the detector input to
watermarks with sample values in {—1,1} renders summing
watermarks ineffective, as the sum increases with the num-
ber of watermarks. In multiple watermark embedding, the
detection statistic for each watermark is obtained as in (11)
and the binary hypothesis testing of (12) has to be repeated
for all watermarks. The probability of detection for each
watermark p7' and the false-positive probability of pm“l of
multiple watermark detection can be computed snmlar to
(13) as

1

mul ( mul|H1) mul
=Q 197 and p p where
Var( mu[“_h) fp ( fp) '
, 7 — B(dmu|Ho)
P = @Q (drwlHo) 1)

Var(dmu|Ho)
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Figure 1: The increase in the probability of false-
positive, p}p, for multiple watermark embedding.

and
E(dmui|Ho) = 0, Var(dmu|Ho) = No?,

E(dmu|H1) = Var(dmu|H1) = No®. (16)

N«
\/§7
To compare the false-positive probability of multiple wa-
termark embedding to single watermark embedding, the prob-
abilities of detecting a watermark in both cases have to
be equalized by properly adjusting the thresholds, so that
pa = p7*'. In order to detect each of the embedded water-
marks as reliably as in the case of single watermark embed-
ding, where for a given watermark embedding distortion is

s times higher, the threshold 7' needs to be decreased to

_ N
7 =Q 1(pd)><0\/N+—a. a7
NG
Correspondingly, pfp, and p?;“l can be expressed as
/ s
T mul T

= —— and = 18
Prp Qa\/ﬁ Py QO\/N (18)

Figure 1 shows the the increase in the probability of false-
positive detection p’fp due to the reduction in the embedding
distortion. The ROC curves for additive watermarking tech-
nique for varying numbers of s and n are displayed in Figure
2. The results show that with the use of multiple watermark
embedding, at a fixed probability of watermark detection,
false-positive probability reduces with the increase in the
number of embedded watermarks.

The other important issue is the robustness of the mul-
tiple watermark embedding. Since the detection operation
requires that each of the embedded watermarks be extracted
reliably, the ability to deplete the integrity of only one wa-
termark, while keeping the rest intact, will lead to a success-
ful attack. For such an attack to be effective, the attacker
should be able to introduce a controlled amount of distor-
tion to render a specific watermark (or a few of them) unde-
tectable. In other words, assuming embedded watermarks
are independent, this requires the introduced distortion vec-
tor (due to attack) to have components only in the direction
of certain watermarks. When the attacker has no a-priori
information on the watermarks, it is reasonable to assume
that the amount of distortion will be distributed over all wa-
termarks almost equally. This will yield the same watermark
to attack distortion ratio as in the case of single watermark
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Figure 2: ROC curves corresponding to watermark
detection under H; : O = F + %(Wl + -4+ W) and
Ho : O = C for varying s, 0 = 100, « = 6 and (a)
N =500 (b) N = 5000.

embedding, and therefore, multiple watermark embedding
will not cause a reduction in the robustness. For example, if
the attack distortion is independent of the embedded water-
marks, the results of additive embedding scenario discussed
above will still be valid except for the modifications in (14)
and (16) to include the statistics of attack distortion. These
new terms may effectively be absorbed into the statistics of
the cover-object in both cases yielding the same formula-
tion. Hence, the reduction in the false-positive rate will not
be accompanied by a reduction in the robustness.

6. CONCLUSIONS

In this paper, we have revisited the ownership problem
and assessed the role of watermarking in devising a solution
to this problem. With this intent, we examined watermark-
ing based approaches to ownership problem and identified
their strengths and limitations. Based on these deductions,
we determined the requirements of a practical watermark-
ing based ownership assertion system. The successful op-
eration of this system relies on robustness properties and
the false-positive probability of the underlying watermark
embedding/detection scheme. To make attacks due to high
false-positive rates more difficult, we considered and ana-
lyzed embedding multiple watermarks rather than a single
one, under constrained embedding distortion. In this ap-
proach, each watermark is generated from the given cover-
object using a different one-way transformation. We em-

ployed multiple watermarking technique in conjunction with
additive watermarking technique. The results show that the
false-positive probability indeed decreases with the number
of embedded watermarks. The robustness of the multiple
watermark embedding scheme will be further analyzed.
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