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ABSTRACT

Although it is clear that security is an important issue in
digital watermarking applications, the main concerns ad-
dressed by the current literature are robustness, capacity
and imperceptibility. The inadequacy of the prevailing de-
sign paradigm in tackling security issues is mainly due to
an incomplete assessment of the threat model. The goal
of this paper is to take a detailed and rigorous look at the
threat model for a variety of watermarking applications. In
this extended abstract, we outline the security requirements
for a few common watermarking applications and explore in
more detail the threat model for a specific application that
involves establishing ownership of multimedia content.

Categories and Subject Descriptors

H.5.1 [Information Systems Applications|: Information
Interfaces and Presentation—multimedia information sys-
tems

General Terms
Data Hiding

1. INTRODUCTION

Data hiding is a form of communication where informa-
tion is conveyed by embedding it in a cover object, (e.g.,
image, video, text, analog/digital waveform, software pro-
gram, hardware design, etc). Essentially, this is achieved
by designing embedding and detection functions that ex-
ploit the inherent redundancies of the cover, assuming the
presence of a noisy channel. The formulation, design and
analysis of data hiding problem has been mostly based on
three main criteria: robustness, imperceptibility, and capac-
ity). Robustness characterizes the ability to reliably extract
the embedded information from an unintentionally or ma-
liciously modified version of the embedded cover. Imper-
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ceptibility refers to maintaining salient (often perceptual)
properties and functionality of the cover following embed-
ding. Capacity is the amount of information that can be
embedded in and extracted from the cover. These goals are
conflicting in nature, and a proper trade-off among them
has to be made depending on the requirements of the spe-
cific application.

Although data hiding techniques are applicable to vast array
of applications, they have been primarily used in multime-
dia applications (e.g., ownership and copyright protection,
authentication, fingerprinting, closed captioning, steganog-
raphy, etc) wherein the embedder and detector has to cope
with an intelligent attacker. In this context data hiding is
also commonly referred to as digital watermarking. In the
rest of this paper we restrict ourselves to digital watermark-
ing techniques and applications.

Although it is clear that security is an important issue in dig-
ital watermarking applications, the main concern addressed
by the current literature again has been the robustness of
the embedded watermark against possible malicious attacks.
In other words, the main determinant of the viability of a
watermarking system has been the achievable degree of ro-
bustness against a very capable attacker who aims at re-
moving the embedded watermark. However, due to lack of
security considerations in the design process, most proposed
watermarking systems fall short of achieving their intended
goals even if the robustness issue were completely resolved.

For example, in ownership and copyright protection applica-
tions, the proposed watermarking based systems have been
primarily defeated by a much less intrusive class of attacks
that aim at creating confusion at the detector rather than
removing the watermark. Similarly, in authentication and
fingerprinting applications, possibility of collisions has been
the main obstacle facing watermarking techniques. The in-
adequacy of the prevailing design paradigm in tackling se-
curity issues is mainly due to an incomplete assessment of
the threat model, which requires a thorough evaluation of
how the attacker can impede the goals and purpose of wa-
termarking. Therefore, in addition to fulfilling robustness,
imperceptibility and payload requirements, the design of wa-
termarking techniques needs to also address the inherent
security issues as defined by the underlying application.



Many of the problems studied in the context of information
security and cryptography are similar to the ones encoun-
tered in watermarking applications, and it is imperative for
watermarking techniques to merge signal processing meth-
ods with the vast body of knowledge in these fields. While
rigorous threat modeling is a standard practice in cryptog-
raphy, it can be very challenging in the context of water-
marking, where it is common (and in most cases necessary)
to tolerate certain noise in the data. In many scenarios, the
security of a given scheme depends not only on the cryp-
tographic primitives employed in the protocols, but also on
the basic characteristics of the underlying signal process-
ing techniques, such as the robustness against certain types
of noise, false positives, and so on. It becomes even more
subtle when cryptographic primitives are built into signal
processing procedures. For example, instead of having ar-
bitrary real watermark sequences, we may require the wa-
termarks to be computed from some discrete cryptographic
functions, which essentially imposes additional constraints
on the choice of watermarks. In this case, the robustness,
imperceptibility and false positives of the scheme can be
inevitably affected, which, in turn, will affect the overall se-
curity of the system. These effects should be taken into con-
sideration when designing secure systems, and sometimes it
can be very difficult to analyze the resulting schemes.

With this perspective, in the Section 2, we discuss various
security issues that have to be incorporated in the design
and development of watermarking systems. To validate our
point of view, in Section 3, we evaluate different approaches
to the ownership protection application as an illustrative
case study. In the full version of this paper, we will extend
these concepts to other applications of watermarking in a
more formal framework.

2. SECURITYISSUES IN MULTIMEDIA WA-
TERMARKING

Due to the nature of multimedia objects, security issues in
many application scenarios are often interleaved with sig-
nal processing issues. As a result, in many previous works,
security issues in multimedia watermarking are not treated
in a rigorous manner. In particular, security requirements
are often stated in an imprecise way using natural language,
and attacker models are often too simplistic. This makes it
very difficult to assess the security of the schemes when, in
real life, the attackers are very creative intelligent.

In this section we study security issues in multimedia wa-
termarking, and we illustrate how rigorous definitions of se-
curity can be formulated for certain applications, and the
attackers can be modeled to reflect their complex nature. It
should be noted that we try to derive these formulations in
a general way so that they can be applied to many scenarios,
and as a result they may not capture enough details of the
actual applications. Hence, to apply our formulations to real
problems, it would be necessary to make some adjustments.
Nevertheless, our main focus here is to illustrate the process
of translating intuitive but vague statements in natural lan-
guages to precise and formal mathematical definitions.

2.1 A General Watermarking Model

We define a work to be a vector I = (x1,x2,...,T,) where
each z; € U for some universe U that is determined by the
representation of the signal. We assume that there is a func-
tion Dist(+, ) that measures the perceptual distance between
two works. A watermark W is a sequence in W", where W is
a domain determined by both the signal and the watermark
generation process. A key K is a sequence of m binary bits.

In our general watermarking model, there are three algo-
rithms, a watermark generator G, a watermark embedder
&, and a watermark detector D. The watermark generator
G:{0,1}"x{0,1}* — W" is a (randomized) polynomial al-
gorithm that outputs a watermark given a key. We say that
a watermark W is walid if and only if it is generated from
some key K by G (i.e., W = G(K) for some K). The em-
bedder £ takes an original work I and a watermark W and
outputs a watermarked work £ (denoted as £ = E£(I, W)).
Given a work £ and a watermark W, the detector D de-
clares whether W is embedded in £ (i.e., D(£ W) = 1), or
not (D(£ W) = 0).

Note that there can be many variants to the above water-
marking model. For example, the detection may require the
original I and may not require a watermark W, and its out-
put may be a string stead of just one bit. The embedding
process could employ another embedding key and other in-
formation. Nevertheless, the above simple model suits our
needs to illustrate rigorous treatment of the security. Other
variations can be adapted with minor modifications to our
definitions and analysis.

2.2 Threat Model

To understand the security issues in multimedia watermark-
ing and to design secure schemes, the most important task
is to define what security is in the application scenarios. In
a particular application, our security concerns usually con-
sist of two parts: (1) The security requirements (i.e., the
goals we want to achieve), and (2) the attacker model (i.e.,
the type of attackers we are dealing with). In essence, when
we say that a system is secure we should clearly mean that
the system is able to meet some security requirements in
the presence of certain type of attackers. We will refer to
these two parts as the threat model of the application under
consideration.

2.2.1 Security Requirements

Based on security requirements, we can roughly put wa-
termarking applications into the following broad categories,
and we illustrate how to define the security of schemes with
respect to a relatively simple attacker A, which is always
a probabilistic polynomial algorithm (we will discuss more
complex attacker models in Section 2.2.2).

Ownership Proof. In these applications, the data hidden
in the cover is used to assert the ownership of the cover
work, or to resolve a dispute over the ownership. Typically
we require that an attacker cannot (with high probability)
hinder some predefined ownership proving process without
rendering the cover work useless. For example, an attacker
should not be able to remove the watermark easily.

DEFINITION 1 A watermarking scheme is t-resistant to re-



moval attacks if for any attacker A and given any cover
work ® watermarked by W, it is computationally infeasible
for A to compute any work I' such that Dist(® I') < t and
D', W) =0.

The phrase computationally infeasible here follows the stan-
dard definition in cryptography. That is, it is computation-
ally infeasible for A to compute I’ given any £ if and only if
Pr[A(8) = I'] is negligible w.r.t. n. Note that a quantity X
is negligible w.r.t. n if and only if for all sufficiently large n
and any fixed polynomial ¢(-), we have X < 1/¢(n).

A stronger requirement is that an attacker should not be
able to prevent the legitimate owner from proving his/her
ownership of the work (by creating an ambiguity about the
ownership).

DEFINITION 2 A watermarking scheme is resistant to am-
biguity attacks if for any attacker A and any cover work
£ it is computationally infeasible for A to compute a valid
watermark W such that D(& W) = 1.

Although watermarking schemes that are resistant to re-
moval and ambiguity attacks may be sufficient to resolve
disputes over ownership of works, it is insufficient for own-
ership assertion where the original creator may be absent.
In this case we would need a trusted third party. We will
give more details in this scenario in Section 3.

In some scenarios, the owner of the work may want to pre-
vent attackers from declaring arbitrary work as created by
the owner by copying the watermark contained in an au-
thentic cover work to the target. This is often referred to as
the copy attack.

DEFINITION 3 A watermarking scheme is t-resistant to copy
attacks if for any attacker A and any cover work 8= E(I, W)
for some original I and watermark W, it is computationally
infeasible for A to compute a work I' such that Dist(I,I") >
t, yet D(I',W) = 1.

Fingerprinting. Hidden marks have been used to trace
illegal redistribution of copyrighted material for centuries.
The main concern here is that the legitimate copyright owner
should be able to identify the source of illegal copies with a
tracing algorithm 7, even when some of the attackers col-
lude. Formally, let S = {I1,---,I;} be a set of k works
fingerprinted by the scheme, and let coalition C be a set of
any ¢ works from S.

DEFINITION 4 A fingerprinting scheme is (c,t)-collusion re-
sistant if for any coalition C' and for any work J = A(C)
such that Dist(J — I) < t for some work I € S and threshold
t, there exists an efficient algorithm T such that T (J) € C.

In some cases, we only require that the tracing algorithm to
succeed with high probability.

DEFINITION 5 A fingerprinting scheme is (c,t, €)-collusion
resistant if for any coalition C and for any work J = A(C)

such that Dist(J — I) < t for some work I € S and threshold
t, there exists an efficient algorithm T such that Pr[T (J) €
Cl>1—e.

Sometimes a weaker notion of security may be sufficient,
where we only require that the colluded attackers cannot
frame other users.

DEFINITION 6 A fingerprinting scheme is (c,t)-frameproof
if given any coalition C, it is computationally infeasible for
any attacker A to compute a work J such that Dist(J—1I) < ¢
for some work I € S\ C and threshold t.

There can be other security requirements. For instance, it
may be desirable for the copyright owner to prove the source
of such illegal redistribution to a third party (say, a judge).
In some scenarios, the legitimate distribution process in-
volves multiple entities, and the copyright owner may want
to be sure that these entities are honest.

Authentication. Applications in this category usually con-
cerns about the integrity and the originality of the work.
That is, a receiver of the cover work should be convinced
that it is created by a certain entity, and that it has not
be tampered with. At the same time, it may be desirable
to tolerate certain amount of noise that could appear in the
communication channels. We assume that there is an effi-
cient verification algorithm V that takes a received work J
and some auxiliary information K (e.g., a key) as the input
and outputs either a yes when J is considered authentic or
a no when J is not authentic.

DEFINITION 7 An authentication scheme is (t1, €1, t2, €2)-secure

if for any authentic work I, the following conditions hold:

1. For any random I' such that Dist(I —I') < t1,

Pr[V(I',K) = yes| > 1 — e1.

2. For any attacker A and J = A(I) such that Dist(I —
I/) > ta,

Pr[V(J, K) = yes| < ea.

When t; = t2 = 0, it becomes similar to traditional authen-
tication without any tolerance of noise, and any modification
will be considered as tampering. Also, the distance function
Dist could depend on features extracted from the cover work.
In that case it is sometimes referred to as content-based au-
thentication. Furthermore, although we put €; and €2 as
constants here, in some applications we may require them
to be negligible quantities.

Besides integrity and originality, sometimes we may have
additional requirements on the deniability. In some cases,
we need to make sure that the sender of the work cannot
deny sending it to the receiver (sometimes referred to as
non-repudiation). In other cases, it may be desirable for the
sender to be able to deny it (plausible deniability).



2.2.2 Attacker Model

While it is relatively easier to find the right security require-
ments, it is more subtle to define what kind of attackers we
want to deal with. The failure to model attackers properly
usually results in schemes that are later found to be inse-
cure. There are many such examples in the literature. For
example, in an ownership proof scenario, one might easily
assume that to create an ambiguity about the ownership,
an attacker has to find a fake watermark first and compute
the fake original later. In that case, the resulting system
can be secure if the attacker follows this assumption, but
nothing can be claimed otherwise. Although this seems to
be a natural assumption at the first glance, it is proved to
be too strong and lead to insecure schemes, as we will see in
Section 3.

In general, we will not be able to predict what kind of al-
gorithms the attackers will use in the future. Therefore, we
need rigorous treatment to these attackers. That is, instead
of making assumptions about the algorithms the attackers
will use, the resulting system would be far more convincing
if we only make assumptions about the computational capa-
bilities of the attackers. For example, we should describe the
attackers as whether they have limited or unlimited comput-
ing power, whether they have the access to just one cover
work or multiple cover works, whether they have the access
to a watermark embedding oracle and/or a watermark de-
tection oracle, and if they do have the access to some oracle,
whether they can only make one batch of queries, or they
can make queries adaptively based on the answers returned
by the oracle, and so on and so forth.

The definitions given in Section 2.2.1 assumes that the at-
tacker has limited computing power (i.e., polynomial time
algorithm), and has access to only one work (e.g., in owner-
ship proof), or a fixed number of works (e.g., in fingerprint-
ing). If this assumption does not hold, the definitions need
to be adapted accordingly. For example, when we consider
the security against ambiguity attacks where the attacker
has the access to multiple watermarked works, we would
have the following definition of security.

DEFINITION 8 A watermarking scheme is resistant to ambi-
guity attacks for multiple works if for any attacker A, any
fized polynomial q(-) and any q(n) cover works (B, --- , I)),
it is computationally infeasible for A to compute a valid wa-
termark W and a j (1 < j < q(n)) such that D(E, W) = 1.

From signal processing point of view, attackers can also be
categorized by the type of signal processing operations that
they can perform. For example, a naive attacker can only
add white noise to the signal, others may compress the sig-
nal, perform geometric distortions, or pass it through some
filter. This categorization is particularly important in the
formulation of security against removal attacks, since it is
extremely difficult to design schemes resistant against all
possible signal processing operations, and the formulation
would not be very meaningful if no scheme can satisfy it in
practice. Hence, instead of using Definition 1, we may want
to use the following definition, where Ag is an attacker who
can only perform the types of signal processing operations
described by S.

DEFINITION 9 A watermarking scheme is (t,S)-resistant to
removal attacks if for any attacker As and given any cover
work & watermarked by W, it is computationally infeasible
for As to compute any work I' such that Dist(£ I') < t and
DI, W) =0.

The above definitions only serve as examples. Since there
are many different combinations of the attacker types, it
would be impractical to list all of them in this extended
abstract. We will give more examples of different attacker
models in our full paper.

3. OWNERSHIP APPLICATION

Based on the definitions given in Section 2, in this sec-
tion, we briefly describe the attack model for ownership
applications and identify the requirements of watermark-
ing based ownership system to withstand such attacks. The
approaches to establishing rightful ownership over digital
works deploy watermarking techniques as a tool to generate
a protected version of the original work so that even its vari-
ants can be traced to the owner of the work. In this regard,
an ownership protection system has 3 essential components,
namely, watermark generation, embedding, and detection.
The first two components need to be initiated by the owner
when an original work is created and their operation might
also involve a trusted third party. The third one, on the
other hand, involves the ownership claimant(s) and may also
require the engagement of a trusted third party in establish-
ing ownership of a work.

In this extended abstract, we will rely on the following generic
setting; however, in the full version of this paper, we will con-
sider all possible scenarios for ownership application individ-
ually. To protect ownership of an original work I, the owner
embeds a watermark W in I and publishes the marked-work
I =E&(I,W). Accordingly, in case of an ownership dispute
the owner presents I and shows the presence of W in the
possibly modified version of I, I with Dist(, I ) < t for some
properly selected threshold t, as a proof of ownership, i.e.,
D(I,W) = 1. Correspondingly, the goal of an ownership
protection system is to ensure that a pirate, who has access
to I, cannot claim ownership on I or any of its variant I.

Assuming the pirate has the ability to obtain a fake original
work I, and a fake watermark W, based on the available I
or from a variant [ , a pirate can successfully attack the own-
ership protection system by achieving any of the following
goals:

Ownership deadlock: The pirate is able to provide an owner-
ship proof that is as conclusive as the actual owner’s proof.
Therefore, ownership cannot be established and a deadlock
arises as

Proof
Ouwner : Dist(I,I)<t, D(I,W)=1, DI, W)=1
Pirate: Dist(I,,1) <t, D(I,W,)=1, D(I,W,)=1

(1)

Counterfeit ownership: The pirate is able to provide an own-
ership proof that is more convincing than that of the ac-
tual owner. Consequently, the pirate may proclaim counter-



feit ownership over the work whose ownership is in question
which can be expressed as

} Ifroof
Owner : Dist(I,I)<t, DUI,W)=1, DI, W)=0
Pirate: Dist(Ip,I) <t, D(I,Wp)=1, DI, W,) =1

(2)

Theft of Ownership: The pirate obtains a protected work,
pretends it to be his original and generates his protected
copy from the already protected work. The pirate claims
ownership over the work assuming the actual owner will re-
main oblivious about the pirate. Therefore, the pirate is
able to prove his ownership on the owners marked work as

Proof
(17 W) T -
(I,Wy), Dist(I,1,) <t, DI, Wp)

Owner: =
Pirate: I, =

A watermarking based ownership protection system can be
deemed to be secure if the pirate cannot find any vulnerabil-
ities of the system to launch any of these attacks. This es-
sentially requires determining the potential weaknesses that
might lead to these attacks. In this regard, the ability to
create an ownership deadlock requires

1. obtaining a fake watermark W),

2. deriving a fake original work I, and

from the publicly available I that satisfy (1). The former
objective can be easily achieved by exploiting the fact that
watermarking techniques are statistical methods, and there-
fore, they are prone to false-positives. On the other hand,
the latter capability requires that the embedding operation
be invertible so that a watermark can be removed from a
given marked work.

The ability to claim counterfeit ownership on a protected
work requires all the capabilities needed to create an own-
ership deadlock plus the ability to remove the owner’s wa-
termark W from I in obtaining the fake original W, see
(2). Theft of ownership, on the other hand, is based on in-
tractability of pirate’s actions involving a marked work by
its owner.

Based on the above attack model, the security requirements
of a watermarking technique used for establishing unam-
biguous ownership can be determined as the following:

1. robustness;
2. low probability of false-positives;
3. non-invertibility of embedding; and
4. involvement of a trusted party.
Without satisfying these requirements, a watermarking tech-

nique will not be secure with respect to above described
three type of attacks.

The most trivial attack on the class of watermarking tech-
niques that intend to resolve rightful ownership is the re-
moval of the watermark from the marked work. Therefore,
the first requirement of an embedding/detection scheme is
the robustness against all forms of malicious modification.
Unfortunately, this is too strong an assumption to make in
the presence of an intelligent and resourceful attacker, and
the possibility of unconditional robustness is still an open
question. However, conditional robustness can be achieved
against an attacker, who is restricted to a limited set of
attacks, by careful design of the embedding/detection oper-
ations.

The second requirement refers to the ease with which a pi-
rate can extract a fake watermark from a marked work. (i.e.,
ambiguity attack). This is the basis for the ambiguity at-
tacks which subsequently enable achieving ownership dead-
locks and establishing counterfeit ownership [3]. Essentially,
this vulnerability is a direct consequence of relatively high
false-positive detection rate of the detector, and it can only
be avoided by reducing the probability of false-positives [2].

The third requirement is aimed to ensure that watermark
embedding cannot be reversed. That is, a watermark cannot
be subtracted from a marked work to produce a fake origi-
nal. Since this is not achievable, one way to cope with this is
by making it difficult for the pirate to obtain a valid water-
mark [5]. This is usually achieved by cryptographic means
which essentially generate watermarks through a one-way
relation from the original work. It should be noted that if
the false-positive of the underlying watermarking scheme is
high, ambiguity attacks would always succeed. On the other
hand, when the false-positive is very low the invertibility of
an embedding scheme does not pose a significant risk (as
brute-force searching of the watermark space will not be
feasible), and non-invertibility further complicates the task
of the pirate. In [4], it is proved that non-invertible water-
marking scheme is possible for certain class of embedding
techniques

The last requirement concerns with the theft of ownership
attack which is primarily due to owner’s inability to track
how his protected copy is utilized by others. The only way
to achieve such a capability is by the inclusion of a third
party which registers each work against its owner and gets
involved in watermark generation [1]. Therefore, ownership
can be claimed only with the approval of the trusted party.
In practice, however, this requirement is one of the most
difficult to satisfy due to the complexity in the task of regis-
tration as will be addressed in the full version of the paper.
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